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OmnpenesieHus

B Hacrosiiem 10KyMeHTe HCIOIb3YIOTCA CIEAYIOLINE TEPMUHBI U UX OIPEAETICHHUS.

ABTOMATH3MPOBAHHAS CHCTEMAa — CHUCTEMa, COCTOsILAs M3 IMEpCOHANa U KOMIUIEKCa
CPEACTB aBTOMATHU3allUM €ro JesATEeIbHOCTH, pealn3yromas HHMOPMALUMOHHYIO TEXHOJIOTHUIO
BBITOJIHEHUS YCTAaHOBJICHHBIX ()YHKITHIA.

AyTeHTH(UKANHUA OTHPABHUTEIS] AAHHBIX — IOJATBEPXKAECHUE TOrO, YTO OTIPABHUTENb
IIOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asBJIICHHOMY.

Be3onacHOCTh NEPCOHANBHBIX [JAHHBIX — COCTOSHHUE 3allUIIEHHOCTH IEPCOHAIBHBIX
JAHHBIX,  XapakTepH3yeMOE€  CIIOCOOHOCTBIO  MOJB30BATENCH, TEXHUYECKHX  CPEIACTB H
UH(QOPMALMOHHBIX TEXHOJIOTUH 00ecrneynTh KOH(QHUIAEHIHMAIbHOCTb, LEJIOCTHOCTh U JIOCTYIHOCTb
NePCOHATIBHBIX IAHHBIX MPH UX 00paboTKe B MH(OPMALIMOHHBIX CHCTEMaX MePCOHANbHBIX TaHHBIX.

BuoMerpnuyeckue nepcoHajbHble [JaHHbIe — CBEIEHHUS, KOTOpbIE XapaKTEPU3YIOT
($u3nOIOrHUECKUE OCOOCHHOCTH 4YellOBeKa M Ha OCHOBE KOTOPHIX MOXKHO YCT@HOBHTH €ro
JUYHOCTh, BKJIIOYas ¢ororpaduu, OTIEYaTKH NalblLEB, 00pa3 CeTYaTKU Ija3a, OCOOEHHOCTH
CTPOEHUS TeJa U APYTYI0 M0I00HYI0 HH(POPMALIHUIO.

BiiokupoBaHMe TEPCOHAJBHBIX [JaHHBIX — BPEMEHHOE IpekpauieHue  cOopa,
cUCTeMaTH3alluy, HAaKOIUICHUs, UCIIOJIb30BaHUs, PACIPOCTPAHEHNUs, IEPCOHATIBHBIX JaHHBIX, B TOM
qucie UX nepegayu.

Bupyc (KoMnbloOTepHBI, NPOrpaMMHbINH) — HCIOJIHAEMBIA INPOrPaMMHBIA KOJ WU
UHTEPIIPETUPYEMbIl HA0Op MHCTPYKUMH, OOJIafaomMii CBOMCTBaMM HECAHKIIMOHMPOBAHHOIO
pacnpocTpaHeHus U camoBocipousBeneHus. Co3aHHble TyOIMKaThl KOMIIBIOTEPHOTO BHpYyca HE
BCErJia COBIAJAI0T C OPUTHMHAIIOM, HO COXPAHSIOT CHOCOOHOCTD K JajbHEUIIEMY paclpOCTPaHEHUIO
Y CaMOBOCIIPOU3BE/ICHHUIO.

BpenonocHasi mporpamMma — Iporpamma, IpeJHa3Hau€HHass sl  OCYLIECTBIICHHS
HECaHKIIMOHUPOBAHHOTO JOCTYyNa U (WIK) BO3/JEUCTBUS HA MEPCOHAIbHbBIE JAHHBIE WU PECYPCHI
UH(POPMALIMOHHON CUCTEMBbI IEPCOHAIBHBIX TAaHHBIX.

BcnomoraresibHble TeXHHYeCKHe CpeIcTBa M CHCTeMbl — TEXHUYECKHE CpEICTBA U
CHCTEMbl, HE IpeJHa3HauCHHbIe JUIi Mepefadd, oOpadOTKM M XpaHEHHs MEepPCOHAIbHBIX JAHHBIX,
YCTaHaBIMBAaEMbl€ COBMECTHO C TEXHUUECKUMU CPEJICTBAMHU U CUCTEMaMH, MTPEeIHa3HAYEHHBIMU IS
00pabOTKM MEPCOHABHBIX JAHHBIX WM B MOMELIEHUSIX, B KOTOPHIX YCTAHOBJIEHBI MH(POPMAIMOHHbIE
CHCTEMBI IEPCOHANIBHBIX JJAaHHBIX.

Jloctyn B ONEpalmMOHHYI0 cpeay KoMIbloTepa (MHGOPMANMOHHOH CHCTEMBI
NMEePCOHATBbHBIX JAHHBIX) — IOJYYEHHE BO3MOXKHOCTH 3allyCKa Ha BBINOJHEHUE IITATHBIX KOMaH],
(GyHKIMA, TpoLEeayp ONEpalliOHHOM CHUCTEMbI (YHMYTOXKEHMS, KOIUPOBAHMS, MEpeMeleHHs W T.IL.),
UCIIOHSAEMBIX (haiiIoB PUKIIATHBIX IPOrPAMM.

Joctyn k nHGOPMAaLMU — BO3MOXKHOCTb IOTy4eHHsI THYOPMALMH U €€ UCTIOJIb30BaHMUS.

3ak/a0uHOe YCTPOMCTBO — JIEMEHT CPEACTBAa CheMa MH(OPMAILMM, CKPBHITHO BHEIPSEMbIH
(3aKy1a/(bIBAEMbIN MM BHOCUMBII) B MECTa BO3MOXKHOTO cheMa MH(opMaLiy (B TOM YKCIIE B OrpakJIeHHE,
KOHCTPYKLIMIO, 000pyJOBaHKE, TPEIMEThl UHTEPbEpa, TPAHCIIOPTHBIE CPEZCTBA, a TAKKE B TEXHUYECKUE
CPEZICTBA U CUCTEMBI 00paOOTKH HH(pOpMALIHN).

3amuimaemasi uHdopmauusi — HHOOPMALMS, SIBISIONIASCS TPEIMETOM COOCTBEHHOCTH U
MOJUISKAIIAsl 3allliTe B COOTBETCTBMM C TPEOOBAHMSMHU IIPABOBBIX JIOKYMEHTOB WM TPeOOBaHUSMU,
yCTaHABJIMBAaEMbIMU COOCTBEHHHKOM MH(OpMAIIH.

HNnentnduranus — npucBoeHre cyObeKTaM W OOBEKTaM JIOCTYyNa WASHTU(UKAaTOpa U (W)
CpaBHEHHE NPEbSIBISIEMOr0 UICHTU(HUKATOPa C IEPEYHEM TPUCBOEHHBIX UACHTU(UKATOPOB.

NndopmaTuBHBINA CHIHAJ — 2JIEKTPUYECKUE CUIHAJIBI, aKyCTMYECKHE, DJIEKTPOMATHUTHBIE U
npyrve  (pusmdeckue TOMs, 10 TapameTpam KOTOPBIX MOXKET ObITh PacKpbiTa KOH(HICHIMATHHAS
uHpopMals (TIepCoOHATbHBIE JIaHHbIE) oOpalaThiBacMasi B MH(OPMAIMOHHOM CHCTEME INEpCOHATBHBIX
JTaHHBIX.

HNudopmanuonnas cucrema nepcoHadbHbIX AaHHbIX (MCIIIH) — uHdOpmMarmonHas
cucTeMa, MpeACTaBIAIoNas coO0lH COBOKYMHOCTh MEPCOHANBHBIX JaHHBIX, COAEpIKAIMXCS B Oa3e
JaHHBIX, a TakXke HWH(POPMAIMOHHBIX TEXHOJOTUH M TEXHUYECKHX CPEJICTB, IO3BOJISIONIMX



OCYLIECTBIATH OOpabOTKYy TakuX TMEpPCOHATBHBIX JAHHBIX C HCIOJIb30BAaHHEM CPE/CTB
aBTOMATH3alMK UM 0€3 UCIOJIb30BAHUS TaKUX CPEJCTB.

HNupopmanuoHHBbIe TEXHOJIOTHM — TPOLIECCH, METO/IBI TOMCKA, cOOpa, XpaHeHus, 00paboTKH,
MPEIOCTABIICHS, PACIIPOCTPaHEHUs WH(GOPMAIMU U CIIOCOOBI OCYIIECTBICHUS TaKUX IPOLECCOB U
METOJI0B.

Hcnonb3oBaHue mnepCcOHANBLHBIX JAHHBIX — JIeHCTBUS (Omepaiuu) ¢ I[epCOHaIbHBIMU
JAHHBIMHU, COBEpIIAEMbIE OINEPATOPOM B LENAX IPUHATUS PEIICHUN WIM COBEPILIEHUS HHBIX
NEHCTBUM, MOPOXKIAIONUIUX IOPUIMYECKHE IOCIEACTBUS B OTHOIICHHUU CYyOBEKTa MEepCOHATBHBIX
JaHHBIX WM APYrUX JuIl Ju00 MHBIM 00pa3oM 3aTparuBarollMX IpaBa M CBOOOABI CyObEKTa
MEePCOHANBHBIX JaHHBIX WU APYTUX JIHII.

Hcrounnk yrpo3sl 6e3onmacHocTH HHGOPMAIUHU — CYOBEKT JOCTYIA, MaTepHAbHBIN 00BEKT
WM (pUBHUYEecKoe SBIIEHNE, SBJISIOIIHECS TPUYMHON BOSHUKHOBEHHMSI YTPO3bl 0€30MaCHOCTH UH(DOPMALIHH.

KonTposmpyemasi 30Ha — IIPOCTPAHCTBO (TEPPUTOPHS, 31AaHUE, YacTh 3[aHUS, IOMELICHNUE), B
KOTOPOM HCKITFOUYEHO HEKOHTPOJMpyeMoe MpeObIBaHHE MOCTOPOHHUX JIMIL, a TaKKe TPaHCHOPTHBIX,
TEXHUUYECKUX U MHBIX MaTEPUAITbHBIX CPEICTB.

KonduaeHunaibHOCTh MEPCOHANBHBIX JAHHBIX — 00sS3aTeNbHOE U COOMIOACHUS
OIIEpPaTOPOM WJIM MHBIM HOJIyYMBILIMM JIOCTYI K II€PCOHATIBHBIM JAHHBIM JIMLIOM TpeOOBaHUE HE JIOITYCKATh
UX pacrpocTpaHeHue 0e3 corsiacusi CyObeKTa MEPCOHATBHBIX JAHHBIX WIIM HATMYUS WHOTO 3aKOHHOTO
OCHOBAHMSI.

Me:kceTeBoil IKpaH — JIOKAIHLHOE (OJHOKOMIIOHEHTHOE) WM (HYHKIIMOHAIBLHO-PACIPEACIICHHOE
MPOrpamMMHOE (IIPOrPaMMHO-AITIAPATHOE) CPEICTBO (KOMILIEKC), PeaTM3yroliee KOHTPOITb 3a MH(DOpMAITHEH,
MOCTyMaromed B HMHQOPMAIMOHHYIO CHUCTEMY TMEPCOHANBHBIX JAaHHBIX M (WIM) BBIXOIAIICH U3
MH(POPMAIIMOHHOW CUCTEMBI.

Hapymmuress 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — (M3UUECKOE JIMIO, CIy4aiHO WIH
IPEHAMEPEHHO COBEPLIAIOLIEE JICUCTBUS, CJIEICTBUEM KOTOPBHIX SIBIISIETCS HapyllleHHe Oe30I1acHOCTH
MIEPCOHATIBHBIX JIAHHBIX TMPH HUX 00pabOTKe TEXHMYECKUMHU CpPEeICTBaMU B HMH(OPMAIMOHHBIX CHCTEMAaX
MIEPCOHATBHBIX IAHHBIX.

HeaBromaTu3upoBanHas  o0pa0oTka  NepPCOHAJBHBIX  JaHHBIX —  00OpaboTka
MEPCOHANBHBIX JIaHHBIX, COJEPKAIMXCAd B MHPOPMAIIMOHHOM CHCTEME MEPCOHAIbHBIX JIaHHBIX
100 M3BJIEYEHHBIX U3 TaKOW CHUCTEMBI, CUMTAETCS OCYIIECTBICHHOM 0€3 MCIOIb30BaHUS CPEICTB
aBTOMAaTH3alllK (HEaBTOMAaTU3UPOBAHHOM), €CJIM TaKhe AEUCTBUS C MEPCOHATBHBIMU JIAHHBIMH, KaK
UCIIOJIb30BAaHNE, YTOYHEHHE, pPACIpPOCTPAHEHHE, YHUYTOXKCHHE IIEPCOHAIBHBIX JaHHBIX B
OTHOIIEHWH KaXJO0ro U3 CyOBEKTOB MEPCOHANbHBIX JaHHBIX, OCYLIECTBISIIOTCS  IpHU
HENOCPEACTBEHHOM YYaCTHH Y€JIOBEKa.

HenexnapupoBanHble  BO3MOKHOCTH —  (DYHKIMOHAJIbHbIE ~ BO3MOXHOCTH  CpEJICTB
BBIUMCIIMTEILHON TEXHUKHU, HE OMNHCAHHBIE WM HE COOTBETCTBYIOIME OMHMCAHHBIM B JOKYMEHTAIWH, IIPH
HCIIOJIb30BaHUM KOTOPBIX BO3MOKHO HapylleHHe KOH(DUICHIMAIBHOCTH, JOCTYITHOCTU WM LIEIOCTHOCTH
o0pabaTbiBaeMoi HH(OPMAIIHH.

HecaHKIIMOHMPOBAHHBIM J0CTYN (HECAHKUMOHMPOBAHHBbIE JAeHCTBUSA)— JOCTYyNl K
uHbOpMAllMM WM JEHCTBHA ¢ HMH(pOpMalMeld, Hapyllaiole NpaBuia pasrpaHHYeHHst JOCTyna C
UCIIOJb30BaHUEM  INTATHBIX  CPEACTB,  MPEAOCTABISIEMBIX  MH(MOPMALMOHHBIMU  CHUCTEMAMH
MIEPCOHAJIbHBIX JaHHBIX.

Hocurenr unpopmamym — ¢usuueckoe MO0 WIM MaTepUalbHbIA OOBEKT, B TOM YHCIIE
¢uzIyeckoe 1ose, B KOTOpoM MH(OpMALWs HAXOUT CBOE OTPAKEHHE B BUIE CUMBOJIOB, 00Pa30B, CUTHAJIOB,
TEXHUUYECKHX PELIEHUH U TIPOLIECCOB, KOIMYECTBEHHBIX XapaKTEPUCTUK (PU3HMUECKUX BEIUYUH.

OOe3MunBaHue MNEPCOHAJBHBIX JAHHBIX — JICHCTBUSA, B pE3yJbTaTe KOTOPBIX
HEBO3MOXXHO OTPEICNIUTh MPHUHAJIEKHOCTh MEPCOHATBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
MIEPCOHAJIbHBIX JaHHBIX.

O0paGoTKa MepcOHAJBHBIX JAHHBIX — JEHUCTBUS (ONepalyy) ¢ MepPCOHATbHBIMUA JTAHHBIMHU,
BKJIFOYast CcOOp, CHCTEMaTH3allMIo, HAKOIUIEHWE, XpaHEeHWe, YTOuHeHHe (OOHOBIEHHE, H3MEHEHHE),
UCTIOJIb30BaHUe, paclpocTpaHeHue (B TOM UMCIe TIepefady), OOe3MYMBaHue, OJIOKMPOBAaHME,
YHUYTOXKEHHUE MEPCOHATbHBIX JTaHHBIX.



OO0wmenocTtynHbie  NEepPCOHAJTbHBbIC JaHHbIEe — [IEPCOHAIBHBIE  JIAHHBIE, JOCTYI
HEOI'PAaHMUYEHHOI'0 Kpyra JUI K KOTOPbIM IPEJOCTaBIEH C COIIaCHsl CyObEKTa MEepCOHAIbHBIX
JAHHBIX WJIM HA KOTOPbIE B COOTBETCTBHM C (hefepalibHBIMU 3aKOHAMH HE PaCHpOCTpaHIEeTCs
TpeboBaHue COOTIOICHUS KOH(PUICHIIMAITBHOCTH.

Oneparop (mepcoHANBbHBIX JAHHBIX) — FOCY/IapCTBEHHBIN OpPraH, MyHULIUIIaJIbHBIA OpraH,
IOPUJIMYECKOe WM (U3MUYECKOE JIMIO, CAMOCTOSITEIbHO WJIM COBMECTHO C APYTUMH JIUIAMU
opraHusymmue u (WIM) OCYyHIeCTBISIOMME 00paboTKy MEepCOHATBHBIX JaHHBIX, a TaKKe
onpeseNndomue eI oO0pabOTKM IEepCOHANbHBIX JaHHBIX, COCTaB IE€PCOHAIBHBIX JaHHBIX,
noJyiexanux o0padoTke, N1eHCTBHs (OMEepalui), COBEPIIAEMBIE C IEPCOHATBHBIMHU TAHHBIMH.

Texnunueckue cpeacTsa HHGPOPMANMOHHON CHCTEMBbI NEPCOHAJIBHBIX IAHHBIX — CPECTBA
BBIUHCIIUTEIBHON TEXHHUKH, HH(POPMALIOHHO-BBIYMCIIUTEIbHbIE KOMIUIEKCHI U CETH, CPEICTBA M CHCTEMBI
nepeqau, npuemMa M oOpabotku IIJIH (cpemctBa M CHCTEMBI 3BYKO3AIUCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BE/ICHUSI, IIEPErOBOPHBIE M  TEJIEBU3UMOHHBIE YCTPOWCTBA, CPENCTBA H3IOTOBJIEHMUS,
TUPAKMPOBAHUS JOKYMEHTOB U JIPyI'e TEXHUUECKUE CpeIcTBa 00pabOTKH peyeBoid, rpadryeckoil, Buseo- u
OYKBEHHO-TIU(POBOK  MH(OpPMAIMK), TPOrpaMMHBIC CpeCTBa  (OMEPAIMOHHBIE CHUCTEMBI, CHCTEMBI
ynpasiieHus: 6a3aMM JJaHHBIX U T.I1.), CPEJICTBA 3alUThl MH(OpMALMHY, TPUMEHsIEMble B MH(POPMALIMOHHBIX
CHCTEMAX.

IlepexBaT (MH(pOPMaLMM) — HEPABOMEPHOE I0JIy4yeHHE MHPOPMALIUU C UCIIOJIb30BaHUEM
TEXHUYECKOTO CPEJCTBA, OCYLIECTBISIONIEI0 OOHAPYKEHUE, ITpHeM U 00paboTKy MH(OPMATHBHBIX
CUTHAJIOB.

Ilepconanbubie nannble (IIH) — srobas uHpopManus, OTHOCSIIASCS K MPSIMO WU
KOCBEHHO OIpENIEICHHOMY WM OIpeAesieMoMy (DU3M4ecKoMy JHIy (CyObEeKTy MepCOHATIbHBIX
JAHHBIX ), B TOM YHUCIIE €ro (paMHIIMs, UMs, OTIYECTBO, TO/I, MECSI, JaTa U MECTO POXKACHUS, aapec,
ceMelHoe, colManbHOE, UMYILIECTBEHHOE IOJI0KeHHe, 00pa3oBaHue, npodeccusi, J0X0abl, Apyras
uH(popManus.

ITo6o4HbIe 3/1eKTPOMATHUTHBIE M3Jy4eHUs] M HABOJAKH — 3JICKTPOMArHUTHbIE H3JIy4SHUS
TEXHUYECKUX CpEeACTB 00paboTKu 3ammiiaeMoil MH(OpMAaIMH, BO3HUKAIONIME KaK IMOO0YHOE
SBJICHUE W BBI3BAHHBIE IEKTPUUECKUMH CHUTHAJIaMM, JEHCTBYIOIIMMHU B MX 3JIEKTPUUYECKUX U
MarHUTHBIX LEMNAX, @ TaKXKe SJIEKTPOMAarHUTHbIE HABOJAKH 3THUX CUTHAJIOB Ha TOKOMPOBOJSIIME
JIMHUM, KOHCTPYKIIVH U LIETIA TUTaHUS.

[MosmTHKAa  «YUCTOTO  C€TOJA» —  KOMIUIEKC  OpPraHU3allMOHHBIX  MEpONPHUATHUH,
KOHTPOJHMPYIOIMX OTCYTCTBUE 3alMCHIBAaHMS Ha OyMaKHble HOCUTENW KiIrouell u aTrpubyToB
nocTyrna (maposei) U XpaHeHus UX BOJIM3U 00BEKTOB JIOCTYTIA.

IHonb3oBaTeqas HMHGPOPMALMOHHONM CHCTEMbI MEPCOHAJBHBLIX JAHHBIX — JIULO,
yyacTBymoIiee B (YHKIIMOHUPOBAHUU HH(OPMAIMOHHON CHUCTEMbl NMEPCOHAIBHBIX JAHHBIX WM
UCTIONIB3YIONIee Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHu4eHusi JOCTYNA — COBOKYITHOCTb MPaBUJI, PErIaMEHTUPYIOLINX MpaBa
JIOCTYIa CyOBEKTOB JJOCTYIA K 00bEKTaM JI0CTYyIA.

IIporpamMmmHuas 3aK/aakKa — KOJ MPOrpamMMbl, IPEAHAMEPEHHO BHECEHHBIH B MPOTrpaMMy C
LENBI0  OCYLIECTBUTh YTEUKY, W3MEHHUTb, OJOKUPOBaTh, YHHUYTOXUTh HWHPOPMALUIO WIH
YHUUYTOXKUTh ¥ MOAUGPHUIMPOBATH MpPOrpaMMHOE oOecreueHue HMHPOPMAlMOHHOM CHUCTEMBI
NEPCOHANBHBIX JAHHBIX U (MJIM) OJIOKMPOBATh allapaTHbIE CPECTBA.

IIporpaMmmHoe (IIPOrpaMMHO-MAaTEeMAaTHYECKOE) BO3AEHCTBHE — HECAHKIIMOHUPOBAHHOE
BO3/ICHCTBHE HA peCypchl aBTOMAaTU3WPOBAHHON MH(OPMAIIMOHHON CHCTEMBI, OCYIIECTBISIEMOE C
UCIOJIb30BaHUEM BPEIOHOCHBIX IPOTrpaMM.

PackppiTHEe NEPCOHABHBIX JAHHBIX — YMBIIUIEHHOE WIM CIy4alHOE HapyleHUe
KOH(UIEHIIMATBHOCTY NEPCOHANIBHBIX JaHHbBIX.

PacnpocTpanenue nepcoHaJbHBIX JAaHHBIX — JCHCTBUS, HAIpPaBJICHHBIE Ha PAacCKpbITUE
MEPCOHAIBHBIX JIAHHBIX OINpPEAEICHHOMY JIMIY WJIM ONpPENIEICHHOMY KpYyry JIMI, B TOM 4HCIE
00HapO/I0OBaHUE TEPCOHATIBHBIX JAHHBIX B CPEICTBaX MAaccoBOW MH(OpMaiuu, pa3MelleHHuEe B
UH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETAX WM MPEJIOCTaBICHHUE JIOCTYIA K MEPCOHATIBHBIM
JAHHBIM KaKUM-JIHOO MHBIM CIIOCOOOM.



Pecypc nHpopManmoHHON CHCTEMbI — HMEHOBAHHBIN 3JIEMEHT CUCTEMHOIO, ITPUKIAJTHOTO
WJIU anmapaTHoro ooecneueHus GyHKIIMOHUPOBAHUS WH(OPMAITOHHON CUCTEMBI.

CnenmnajibHble KATeropuud MNEPCOHAJIbBHBIX [aHHBIX — TIEPCOHAIBHBIE JaHHbIC,
Kacarollluecsi pacoBOM, HALIMOHAJIBHON MPUHAICKHOCTH, MOJUTHUYECKUX B3TJISI0B, PEIUTHO3HBIX
i punocodckux yoeKIeHUH, COCTOSHUS 3J0POBbsl 1 MHTUMHOM JKU3HU CYOBEKTa MEPCOHAIBHBIX
JAHHbBIX.

CpencrBa BBIYHCJINTENBbHON TEXHHUKH — COBOKYITHOCTh IIPOIPAMMHBIX M TEXHHYECKUX
ANIEMEHTOB CHUCTEM 00PabOTKH JIaHHBIX, CIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSITEILHO WIIM B COCTaBe
JPYTUX CHCTEM.

CyoObekT maocryna (cy0ObeKT)— JMIIO WIM MPOILECC, NEHUCTBUS KOTOPOrO PEryIaMEHTUPYIOTCS
[IpaBWJIaMU pa3rpaHUYEHUs JOCTYIIA.

TexHuyeckuii KaHad yYTeYKH HH(OPMAIMU — COBOKYITHOCTh HOCHTENS HUH(OpMaLu
(cpenctBa 00pabOTKM), (PU3MUECKO Cpelbl PacIpOCTpaHeHHsT MH(POPMATUBHOTO CHTHAIA U CPEJCTB,
KOTOPBIMHU JJOOBIBAETCsI 3allMIaeMast HHPOpMaLIUs.

Tpancrpannynasi nepeaaya nepcoHaIbHBIX JaHHBIX — IepeIada NEPCOHATBHBIX TaHHBIX
ormepatopoM uepe3 ['ocymapctBennyro rpanuny Poccuiickoii ®enepauuu opraHy BIAcTH
MHOCTPAHHOTO TOCYAApPCTBA, (GPU3NYECKOMY WIIH IOPHINIECKOMY JIMILY HHOCTPaHHOTO TOCYIapCTBa.

¥Yrpo3sl 6€30aCHOCTH MEPCOHAJIBHBIX JAHHBIX — COBOKYIHOCTh YCIOBHH U (DaKTOpOB,
CO3JIAtOLIMX OINAaCHOCTh HECAHKIMOHMPOBAHHOIO, B TOM YHMCJIE CIY4allHOro, JIOCTYIa K IMEPCOHATbHBIM
JIaHHBIM, PE3yJIFTaTOM KOTOPOrO MOXKET CTarh YHMYTO)KEHHE, M3MEHEHHe, OJOKUpOBaHHE, KOMMPOBAHUE,
pactpoCTpaHEHUE MEPCOHAIBHBIX JIAHHBIX, a4 TAKKE HMHBIX HECAHKIIMOHWPOBAHHBIX JICHCTBUM MPU HX
00paboTKe B MHGOPMAIMOHHOM CUCTEME MEPCOHATIBHBIX TAHHBIX.

YHHUTO)KEeHNEe NMePCOHANBHBIX JAHHBIX — JIEHCTBUSA, B PE3yJIbTaTe€ KOTOPHIX CTAHOBUTCS
HEBO3MOXXHBIM BOCCTaHOBHTbH COJIEp)KaHUE MEPCOHATBHBIX JAHHBIX B MH(GOPMAIMOHHOW CHUCTEME
MIEPCOHANBHBIX JIaHHBIX U (WIK) B PE3yJbTaTe KOTOPBIX YHUUYTOXAIOTCS MaTepUaIbHble HOCUTEIU
MEePCOHANBHBIX JTaHHBIX.

YTeuka (3amumiaemoii) uHGopManuM MO0 TEXHUYECKHM KaHAJIAM — HEKOHTPOIMPYEMOE
pacripocTpaneHie MHGOpMAIMK OT HOCHUTENS 3allMIaeMoN HH(pOpMaIMU 4yepe3 (PU3UUECKYI0 Cpemy 10
TEXHUUYECKOT'O CPEJICTBA, OCYILIECTBIISIOIIETO EPEeXBaT HH(POPMAIUH.

YA3BUMOCTB — CI1a00CTh B CPEACTBAX 3alLUTHI, KOTOPYIO MOYKHO MCHOJIB30BaTh Il HApYILEHUS
CHCTEMBI WM Cofiep KaItieiics: B Hell MH(OopMaImu.

IlesocTHOCTH MHGOPMALMHU — CIIOCOOHOCTh  CPEACTBA  BBIUMCIUTENIBHON TEXHUKH WM
aBTOMATHU3MUPOBAHHON CHCTEMBI 00ECTICUMBATh HEM3MEHHOCTh MH(OPMALIMHY B YCJIOBUSX CITy4alfHOTO W/UIH
NPEAHAMEPEHHOT0 MCKOKEHUS (Pa3pyILEHUs ).



OBO3HAYEHMUS U COKPALLIEHUSA
ABC — aHTUBHUpYCHBIE CPEACTBA
APM — aBTOMaTH3MpOBaHHOE pabouee MECTO
BTCC — BcnomoraresibHble TEXHUUECKHE CPENICTBA U CUCTEMBI
NCTI/Ia — nadopmarmoHHas CcTeMa IMepCOHABHBIX JTAHHBIX
K3 — konTponmpyemas 30Ha
JIBC — 5tokasibHasi BBIYMCIINTENbHAS CETh
MD — MexxceTeBoi IKpaH
HC/] — HecaHKIIMOHMPOBaHHBIN JOCTYII
OC — omnepalimoHHas cUCTeMa
IT/1H — nepcoHaIbHbIE JaHHBIE
[IMB — nporpaMMHO-MaTeMaTHYECKOE BO3ACHCTBHE
1O — mporpammHOe obecrieueHne
I[TOMHH — noGo4HbIe AEKTPOMArHUTHBIE H3TYYCHUS K HABOJIKU
CA3 — cucrema aHanu3a 3allULIIEHHOCTU
C3U — cpenctpa 3aminThl HHPOPMALHH
C3I1d1 — cuctema (ojcucTemMa) 3aiuThl IEPCOHANBHBIX JaHHBIX
COB - cucrema oOHapyXeHHS BTOPKEHUN
TKYU — texnuyeckue KaHaIbl yTeUKH HHPOpMALMU
VYBI1/IH — yrpo3bl 6€30MacHOCTH EPCOHATIBHBIX JTAHHBIX



BBEJIEHUE

Heo6xomumocTs paszpaborku Konmeniuu oOycioBiaeHa COOMIOJACHHEM IEHCTBYIOIIUX B
Poccun 3akoHOJATENBHBIX M HOPMATHUBHBIX JOKYMEHTOB IO OOECICUEHHUI0 OE30MacHOCTH
nepcoHAIbHBIX JaHHBIX ([11H).

Hacrosimas Konnenuus onpenensier OCHOBHBIC LIEJIN U 33[a4H, a TaKKe OOIIYI0 CTPATETHIO
MIOCTPOCHHUSI CUCTEMBI 3alUThl iepcoHanbHbIX AaHHbIX (C3I1JH) ['ocymapcTBeHHOro 010KETHOTO
yupexkaeHus Pssanckoit obmactu  «Asekcanapo-Hesckoit 1IPb» (mamee - YupexaeHus).
Konuenmus omnpenensier ocHOBHble TpeOoBaHHS U 0a30Bble MOAXOABI K MX peanu3aluu, AJs
JOCTIIKEHUS TpeOyeMOoro ypoBHs 0€301MacHOCTH UH(OPMAIIHIH.

Konuenmus paspaboraHa B COOTBETCTBUM C CHCTEMHBIM MOAXOAOM K 00eCHnedyeHUIo
nHpopManMoHHON Oe3omnacHocTH. CHCTEeMHBIM MOIXOA MpEAroiaraeT MpoBeIeHHEe KOMIUIEKCa
MEPOIPUATHHA, BKIIIOUAIOIIUX HCCIIeI0BaHUE YIPo3 HH(OPMALIMOHHON 6€30M1acCHOCTU U pa3paboTKy
cuctemsl 3amuThl [1/1H, ¢ MO3UIIMKA KOMITJIEKCHOTO MPUMEHEHUS TEXHUYECKUX M OPTaHU3alnOHHBIX
MEp U CPEJICTB 3aLIUTHI.

[Tox wapOpManmonHoit 6e3omacHocThio [1/[H MOHMMaeTCs 3aIUIIEHHOCTh MMEPCOHATBHBIX
JaHHBIX U oOpabarbiBaroleil uX UHPPACTPYKTYpe OT JIIOOBIX CIydyalHBIX WU 3JI0HAMEPEHHBIX
BO3JICHCTBUH, pPE3yJIbTATOM KOTOPBIX MOXET SIBUTHCS HaHECeHHE yiiepba caMoil mH(popMaIu, ee
BrnagensuaMm (cyowrextam [1/IH) wnu undpactpykrype. 3amauun uHpopmannoHHONW Oe30macHOCTH
CBOJATCS K MUHMMH3allUU yiiep0a oT BO3MOXKHOM peanu3aiuu yrpo3 0ezomacuoctu [1/IH, a Takke
K POTHO3UPOBAHUIO U MPEJOTBPAIICHUIO TAKHX BO3ICHCTBHIA.

KoHnenmust  CIy’)kKHT OCHOBOWM JUISI  Pa3pabOTKM KOMIUIEKCA OPTraHHM3aIlMOHHBIX U
TEXHHUYECKUX Mep MO oOecnedyeHrut0 HHQPOPMAIMOHHON O0e30MacHOCTH YUYpeXIEeHHE, a TaKkKe
HOPMATUBHBIX M METOJUYECKHX JIOKYMCHTOB, OOCCIICUMBAIONIUX €€ pealM3aluio, W He
MpeJrnoiaraeT MoaAMeHbl (YHKIMA TOCYJapCTBEHHBIX OpraHoB Biactu Poccuiickoit denepanmu,
OTBEYAIOIIMX 3a obecreyeHne Oe30macHOCTH HHGOPMAIMOHHBIX TEXHOJOTHA U 3alluTy
nHpopMaIuu.

Konuenuus sBisieTcss METOI0JIOTHYECKON OCHOBOM JUISI:

- (GOopMHUPOBAHMS U TIPOBEACHHS €IMHON TMOJUTUKH B 00J1acTH obOecrieueHrs 0€30MacHOCTH
[1du 8 UCIT[AH Yupexnenus,

- NPUHATHUS YIPABIEHYECKUX PEIICHUN U pa3paOOTKHU MPAKTHUECKUX Mep MO BOIUIOMICHUIO
nonmuTukd Oe3omacHocTr [I/IlH ¥ BBIpaOOTKM KOMILIEKCA COTJIACOBAHHBIX MEp HOPMATHUBHO-
IIPaBOBOI'0, TEXHOJIOTMYECKOIO U OPraHU3ALMOHHO-TEXHUYECKOIO XapaKTepa, HANPABICHHBIX Ha
BBISIBJICHUE, OTPAKEHUE U JIMKBUIALUIO MOCIEICTBUI peanu3aliy pa3IMuHbIX BUI0B yrpo3 [1/H;

- KOOpJIMHALIUKA  JI€ATEIIbHOCTU  CTPYKTYPHBIX  TOJPA3JCICHUM  YUpeKIeHus MpH
mpoBeeHUH paboT mo pa3Butuio u HKcioryatanuun WCIIIn ¢ coGmroneHueM TpeOGoBaHUM
obecrnieuenus 6ezonacuoctu [1/1H;

- pa3paboOTKH TMPEAJIOKEHUH 1O COBEpIIEHCTBOBAHHIO IPAaBOBOTO, HOPMAaTUBHOTO,
METOAMYECKOT0, TEXHUUYECKOT'0 M OpraHu3alnuoHHoro obdecrneyenus 6e3onacuoctu [1n B UCITH
Yupexaenus.

Ob6nacte npuMeHeHHs KoHnenuuu pacnpocTpaHseTcsl Ha Bce Mojpa3aeiaeHus Y YpexIeHus,
AKCIUTyaTUPYIOIIUE TeXHUYecKue u nmporpammusbie cpenctBa MCII/IH, B KOTOPBIX OCYIIECTBISETCA
aBTOMaTH3MpoBaHHas oOpabotka II/[H, a Takke Ha TOJApPa3IENEHUs, OCYIIECTBISIONINE
COIIPOBOXkACHUE, O0CITYKHUBaHUE U obecriedeHre HopMaiabHoro pynkunonupoanus MUCIIH.

IIpaBoBoii 6a3oif st paszpaborku Hacrosmed Konuenmmm cioyxar TpeGoBaHuUs
neiictByromux B Poccun 3akoHOMATENbHBIX W HOPMATUBHBIX JOKYMEHTOB I0 0OECTIeYeHHIO
0e30MmacHOCTH MepcoHaNbHBIX MaHHBIX (I1/H).



1 O0mme mos10xKeHUA

Hacrosmas Konuenmus onpezenser OCHOBHBIE LENU U 3a7auH, a TaKyKe OOLIYI0 CTPATETHIo
MOCTPOEHHUS CUCTEMbI 3alUThl NepcoHabHbIX AaHHBIX (C3I1IH) Yupexxnenus, B COOTBETCTBHH C
ITepeunem 11, nognexanux 3amure B UCI Yupexnenus. Konuenuus onpenenser OCHOBHbIE
TpeOoBaHusT U 0a30BbIE TMOAXOMbI K HMX peaM3alud, Ui JOCTHXKCHHS TpeOyeMOoro YpOBHS
06e30macHOCTH MHGOPMAIIHH.

C3I1[ln  mpencraBisier co0OM  COBOKYMHOCTh  OpPTaHM3ALMOHHBIX M TEXHHYECKUX
MeponpusaThii g 3amuThl [IJlH OT HempaBOMEpHOTO WM CIy4alHOTrO JOCTyNa K HUM,
YHHUYTOXKCHUS, U3MECHEHUsI, OJIOKUPOBAHHUS, KOMMUPOBaHUs, pacrpoctpaHenus [1J]H, a Takke HHBIX
HEMPABOMEPHBIX IEUCTBUM C HUMU.

besonacHocTb MEPCOHAIIbHBIX JTAHHBIX JIOCTUTACTCSI nyTemM HCKJTIOYCHUS
HECaHKIMOHUPOBAHHOTO, B TOM YHCJE CIy4yallHOro, JOCTyla K MEPCOHAIbHBIM JIaHHBIM,
pe3yJbTaTOM KOTOPOTO MOXKET CTaTh YHHUYTOKEHUE, M3MCHCHHE, OJIOKUPOBAaHUE, KOIMPOBAHHE,
pacnpocTpaHeHHe EPCOHATBHBIX IaHHBIX, a TAK)KE UHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUI.

Crtpykrypa, cocraB u ocHoBHbIe ¢yHkuu C3II[IH ompenensroTcss UCXOIs W3 YpPOBHS
sanumenHoctTd UCIQn. C3I[JH BKiIrOYaeT opraHu3allMOHHBIE MEPbhl U TEXHUYECKUE CPEICTBA
3amuThl HHGOpMaIK (B TOM uucie mudpoBaibHbIe (KPUNTOTpaguyecKre) CpeicTBa, CPeCTBa
MPEIOTBPALICHUS] HECAaHKIIMOHUPOBAHHOTO [OCTYyMa, YTeYKU HUHEPOPMAIMU IO TEXHUYECKUM
KaHaJlaM, MPOTPaMMHO-TEXHUYECKUX BO3JIEHCTBUI Ha TEXHUUYECKHE cpencTBa oopabotku I1/1H), a
TaK)Ke UCMOJb3yeMble B UHOPMAIIMOHHON crcTeMe HH(OPMalMOHHBIE TEXHOIOTHH.

DTH MepbI IPU3BAHBI 00ECTICYUTH:

- KOHQUAEeHUHAJBHOCTh  MHPOpPMAIWU  (3amUTa  OT  HECAaHKIMOHHWPOBAHHOTO
O3HAKOMJICHHUS);

- HeJOCTHOCTh HH(pOpManuu (aKTyadbHOCTh M HENPOTUBOPEUMBOCTH HH(MOpMALIUU, €€
3alMIIEHHOCTh OT Pa3pyIICHUS U HECAHKIIMOHUPOBAHHOTO U3MEHEHHUS );

= I0CTYNHOCTH MHPOPMALIMU (BO3MOKHOCTH 32 IPUEMIIEMOE BpPEeMs IOJIYYHTh TPEOyeMyro
MH(OPMALIMOHHYIO YCIIYTY).

Craguu cozmaaus C3I1/IH BKIIFOUAIOT:

- IpEeANpOeKTHAsT CTaaus, BKIOUawImias mnpeanpoektHoe obcnenoBanue MCII/H,
pa3paboTKy TeXHUYECKOTo 3a/laHus Ha €€ CO3/1aHueE;

- CTaaus TPOEKTUPOBaHMS OCKU3HBIM mpoekT u peanuzauuu WCIIJIH, BIroyaromias
paspadotky C3I11n B cocraBe UCII/IH;

- cranusa BBoja B geiictBue C3IIJIH, Bxmrouaromas ONBITHYIO OKCIUIyaTalMi0 H
NPUEMOCATOUYHbIE UCHBITAHUS CPEICTB 3alIUThl MH(OpMAIMM, a TaKXKe OLEHKY COOTBETCTBUS
NCTIIn TpeboBanusaM 0e30MacHOCTH WH(OpMaIUH.

OpranuzalvoHHbIE MEpbI MPEAyCMaTPUBAIOT CO3JIaHUE U MOJAJIEp)KaHuEe MPaBOBOM 0azbl
6e3onacHoctu IIJIH u pa3paboTky (BBeneHHE B JeicTBHE) NPEAYCMOTpPEeHHBIX B «OTtuere 00
obocnenoanun MCII[An» B VYupexaeHUH CIEAYIOUMX OpraHU3alMOHHO-PACIOPAIUTEIbHBIX
JIOKYMEHTOB:

- Ilnan meponpuaTuii MO KOHTPOINIO U oOecriedeHuto 3amuThl [IJ[H mpu ux oOpaboTke B
NCTIH;

- Iopsimok pe3epBupoBanHms U BoccTaHoByieHHs padoTocmocooHoctu TC u 10, 6a3 qaHHBIX
u C3U;

- JIoJ>KHOCTHAsE MHCTPYKIIMS JIMLA, OTBETCTBEHHOTO 32 OpraHU3aIiio0 00pabOTKU U 3aIlUTHI
NEepCOHANBHBIX JaHHBIX obecnieueHus Oezonacnoctu I1J{x npu ux obpadorke B UCTI/H;

= I[OJ'DKHOCTHaSI HHCTPYKIUA Jinlla, OTBETCTBCHHOTO 3a 06€CHC‘-ICHI/IC 663OH3.CHOCTI/I HI[H B
VCTI/Ix;

- JlomxHOCTHasT MHCTPYKIHUs onepatopa OBM B wactu obecrnieuenus Oe3omacHoctu [1/]H
npu ux oopadotke B UCII/IH;



- MHCTpyKIUA Ha ciiyyall BOSHUKHOBEHMSI BHEIITATHON CUTYallUH;

- TlonoxxeHue 00 MCIOB30BAHUH ITPOTPAMMHOTO 00CSCIICUCHUS TI0JIB30BaATEIISIMHU

TexHUYECKHUE MEpPBI 3alUThl PEATU3YIOTCS MPU MOMOIIM COOTBETCTBYIOIIUX MPOTPaAMMHO-
TEXHUYECKHUX CPEJCTB M METOJIOB 3aI[UTHI.

[Tepeuens HEOOXOIUMBIX MEp 3aIIUTHI HHPOpPMAIIMK OnpeeNsieTcs Mo pedyabratam OTuera
00 oocnenoBannu VCII/H.
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2 3apaun C3I1n
OcHoBHo#t nienpto C3IIJIH sBisieTcss MUHUMU3ANMS yliepOa OT BO3MOXHOHM peanu3aiuu
yrpo3 6ezonacHoctu [1/1H.
Jns  mocTmkeHMss OCHOBHOH 1eau cucrema OesomacHoctu I1[ln MCII[An momkHa
obecrieunBath YHPEKTUBHOE pPEIICHUE CICAYIOMNX 3a1a4:

- 3aIIUTy OT BMemareiabcTBa B mpouecc (pynkiuonupoBanus WCII[H mocTOpOHHUX JIUI
(Bo3MOXHOCTh Hcmonb3oBaHuss AC M JOCTYym K e€e pecypcaM JOJDKHbI HUMETh  TOJBKO
3aperucTpUpOBaHHbIE YCTAHOBJIEHHBIM IOPSAKOM I10JIb30BATENN);

- pasrpaHHyYE€HUE JIOCTYIlAa 3aPETUCTPUPOBAHHBIX  IOJB30BATEJIEd K  aIllapaTHbBIM,
nporpaMMHbIM B HHpopManuoHHbIM pecypcam MCII/IH (BO3MOXXHOCTH JOCTYIIa TOJBKO K TEM
pecypcaM U BBITIOJHEHHS TOJBKO TEX OMNEpaluii ¢ HUMH, KOTOPbIe HEOOXOTUMBI KOHKPETHBIM
nosb3oBatesiMm MCIIIH aJis BRIMOTHEHUS CBOMX CIY)KEOHBIX O0S3aHHOCTEH), TO €CTh 3aIUTY OT
HECaHKIIMOHMPOBAHHOTO JAOCTYNA: - K HHpopManuu, nupkyimpyromeit B UCI1/H;

- cpencTBaM BeluucauTelbHON TexHuku UCITH;
- anmapaTtHbIM, TPOTPAMMHBIM U KPUNTOrpaUUecKuM CpencTBaM
3amuThl, ucnoib3dyeMbiM B UCIT/IH;

- PEruCTpalyIO JEHCTBUN IIOJIB30BATENECH IIPU MCIOJIb30BAaHUM 3aLIUIIAEMBIX PECYpPCOB
HUCII[Iln B cuCTeMHBIX >KypHajaX U [EPUOJUYECKHII KOHTPOJIb KOPPEKTHOCTH JEHCTBUI
I10JIb30BATEJIEH CUCTEMBI ITyTEM aHAJIN3a COACPKUMOTO ITUX KYPHAIIOB;

= KOHTpPOJIb LIEJIOCTHOCTH (0OecrieueHne HEM3MEHHOCTH) Cpejlbl UCIIOIHEHUs MporpamMm U
€€ BOCCTAHOBJICHHE B CIIy4ae HApYyLICHUS;

- 3aI0UTYy OT HECAHKIMOHUPOBAHHOM MOAM(UKAIMM ©  KOHTPOIb  IEIOCTHOCTH
ucnoaszyemslx B MCIIJIH mporpaMMHBIX CpEACTB, a TakXKe 3alllUTy CUCTEMBI OT BHEAPEHUS
HECAaHKI[MOHMPOBAHHBIX IPOTPAMM;

- 3amury IIJ[H OT yTeukum mo TEXHUYECKUM KaHajaM Npu ee oO0paboTKe, XpaHEHUH U
nepeaaye 1o KaHajaaM CBS3U;

- zamurty [1/IH, Xpanumoii, oOpabaTpiBaeMoil W TepeaaBaeMoOi IO KaHalaM CBSA3H, OT
HECAHKIIMOHUPOBAHHOIO PA3TJIALICHUS WU UCKAXKEHUS;

- obecrieueHue >KMBYYECTH KPHUNTOTrpaUUECKUX CPEACTB 3allMThl HMH(OpMAnUK MpU
KOMITPOMETAIMH YaCTH KJIFOYEBON CUCTEMBI;

- CBOEBPEMEHHOE BBISIBIEHUE MCTOYHHUKOB Yrpo3 Oe3omacHocTH I1J[H, mpuyuH U ycioBU,
CHOCOOCTBYIOUIMX HaHeceHHIo yuiepba cyobekrtam [I/IH, co3maHme MexaHu3Ma OINEpaTHBHOIO
pearupoBaHus Ha yrpo3bl 0e3onacHocTH [1JlH 1 HeraTUBHBIC TEHICHIUY;

- CO3J]aHME€ YCJOBHH JUIsi MHUHHUMH3AIMA W JIOKAJM3AIMd HAHOCUMOTO  yIiepOa
HENPABOMEPHBIMU JEHCTBUSAMHU (DU3MUECKUX U IOPUIUYECKHX IHUI, OclIableHWe HEraTHBHOTO
BIIMSIHUS M IMKBUJAIUS TIOCIIEICTBUM HapyiieHus 6e3omacHoctu [1/]H.
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3 O0BbeKTHI 3aINTHI
3.1 Ilepeyenb HHPOPMALMOHHBIX CHCTEM
B VYupexnenue npousBoguTcs 0o0paOOTKa MEPCOHANBHBIX MAHHBIX B HMH(OPMAIIMOHHBIX
cucteMax o0paboTku nepcoHanbHbIX JaHHBIX (UCII/IH).
[Tepeuens UCI1/In onpenensiercst Ha ocHoBaHuu «OT1ueTa 00 oocnenoBannu UCTT H».

3.2 [lepeyeHb 00bEKTOB 321U THI

OOBeKTaMHu 3alIUTHI ABJIAIOTCS — HHGopMarus, oopadbareiBaemas B UCII/IH, n TexHUUYECKHE
cpeacTBa ee OOpaOOTKM M 3amuThl. llepedeHbh MEPCOHANBHBIX JAHHBIX, MOAJESKANUX 3alllUTe,
onpeneneH B [lepeune [1/1H, noanexamux 3ammute B UCIT/IH.

OOBEKTHI 3alUTHl BKIIOYAIOT:

1) oO6pabarbiBaeMyr0 HHPOPMAITHIO;

2) TEeXHOJIOTUYECKYIO0 HH(DOPMALIUIO;

3) mporpaMMHO-TEXHUYECKHE CPEeICTBA 00PaOOTKH;

4) cpenctsa 3amutsl [1/1H;

5) kaHasbl HHGHOPMALMOHHOTO 0OMEHa U TeIEKOMMYHHUKAIINH;

6) 00BEKTHI U MOMEIICHUS, B KOTOPBIX pa3meleHbl komrnoHnenTsl MCITH.
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4 Knaccudukanus noanzoBareseit UCII/In
[Tonmp3oBarenem MCIIIn  sBaseTcs U0, ydvacTBymoomiee B (DYHKIMOHHPOBAHUU
WH(OPMAIIMOHHONW CHUCTEMBl TEPCOHAIBHBIX JIaHHBIX WM HCIIOJNB3YIOIIee pPEe3yabTaThl ee
dbyakuuonupoBanus. [lomszoBarenem WCII[H sBmsercss 1000 COTPYIHHK YUPEXKICHHS,
umerommii joctyn k UCIIJIH u ee pecypcam B COOTBETCTBUM C YCTAHOBJICHHBIM IMOPSAKOM, B
COOTBETCTBUHU C €ro (QYHKIHOHAIBHBIMHU 00513aHHOCTSMHU.
[Tonb3oBarenu UCII[IH nensitcst Ha TpU OCHOBHBIE KATETOPUU:

1) Anvunuctpatop UWCIIIH. CorpyaHuku  YupexaeHus, KOTOpble 3aHMMAIOTCS
HAaCTPOMKOM, BHEAPEHHEM MW CONpoBOXIeHHWEeM cuctembl. Anvunuctpatop MCIIJIH o6mnamaer
CJIEIYIOIIMM YPOBHEM JIOCTYIIA!

- obmajgaer mojaHOW MHQOpPMaNMeld O CUCTEMHOM U MPUKIAJAHOM HPOrpaMMHOM
obecnieuenun UCIIn;
- o0najaeT monHOM MH(pOpMaNMed O TEXHUYECKUX CpEICTBaX M KOH(pUTrypauuu

NCIIOx;

- IMEeT JOCTYH KO BCEM TEXHHYECKHM CpeacTBaM 00paboTku HH(POpPMAIUH U
nmaauaeiM UCI/H;

- o0majaeT mpaBaMu KOH(PUIYpPUPOBAHHS U AJAMHHHCTPATHUBHOW HACTPOUKHU
texHuueckux cpeacts MCII/H.

2) Onepatop UCII[IH. CoTpyIHUKM HOJpa3aeieHuil YUpexAeHUs, Y4YacTBYIOUIUE B
npouecce skcruryatanuu UCIIn. Oneparop UCII/x obnagaeT crieayronumM ypoBHEM JOCTYIIA:
- o0majaeT BceMH ~ HEOOXOMUMBIMH  aTpuOyTamu  (Hampumep, MHaposieMm),
o0ecrneunBaroIIMMHU JJOCTYII K HEKOTOpOoMY IoaAMHOkecTBY I1/1H;
- pacrnosiaraet KOH(UICHINATLHBIMH JJAHHBIMU, K KOTOPBIM UMEET JTOCTYII.
B VYupexnenue onpeneneHsl Tpu kateropuu mnosb3oBateneit UCII[H: AamuHucTpaTopsl
NCTIdx, Anmuauctparop 6e3omacuoctu, Oneparopst UCIIIH ¢ mpaBamu 3anucw.
Ha ocHoBaHuu 3THX KaTeropuil onpeaenensl rnpasa gocryna k snementam UCII/IH o Bcex
MOJIb30BaTENEH U OTpakatoTcst B Martpuue gocrymna B [1o0keHnn 0 pa3srpaHM4eHur NpaB OCTyNa
K obpabareiBaembiM [1/1H.
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5 OCHOBHbIE NIPUHIUNBI MOCTPOEHUS CHCTEMbI KOMILJIEKCHOM 3alIUTHI HH(OPMaIun
[Toctpoenne cucrembr obecnedeHus: Oe3omacHoctu [1[ln UCIIn VYupexnenus u ee
(byHKI_[I/IOHI/IPOBaHI/Ie AOJDKHBI OCYHICCTBJIIATHCA B COOTBCTCTBUH CO CICAYIOIIMMH OCHOBHBIMU
MIPUHIIUIIAMU:

- 3aKOHHOCTb;

= CUCTEMHOCTb;

- KOMILJIEKCHOCTb;

= HENPEPHIBHOCTH;

- CBOEBPEMEHHOCTH;

= IIPEEMCTBEHHOCTb U HENPEPBIBHOCTh COBEPILIEHCTBOBAHMS;
- IIEPCOHAJIIbHAsA OTBETCTBEHHOCTD;

- MUHUMM3ALUs [TOJTHOMOYM;

- B3aMMOJICUCTBHUE U COTPYIHUYECTBO;

= THOKOCTh CHCTEMBI 3aIlUTHI;

= OTKPBITOCTb AITOPUTMOB U MEXaHU3MOB 3aIlUTHI;

= IIPOCTOTA IPUMEHEHUS CPEJCTB 3aLIUTHI;

- Hay4Hast 0O0CHOBaHHOCTb U TEXHUYECKAs pEalIn3yeMOCTbh;
= crienuaau3anys 1 NpoQecCuoHaIN3M;

- 00513aTeIbHOCTh KOHTPOJIS.

5.1 3aKkoHHOCTH

[Ipenmnonaraer oOcCyllecTBICHHE 3alMTHBIX Meponpustuii u  paspaborky C3IIJIx
VYupexxaeHus B COOTBETCTBUU C JIEHCTBYIOIIMM 3aKOHOJATENbCTBOM B oOinactu 3amuthl [1[H n
ApYyrUX HOPMATHBHBIX aKTOB TIO 0e30MacHOCTH HWH()OPMALUHN, YTBEPXKIECHHBIX OpraHaMu
roCylapCTBEHHOM BJIACTH U YIIPABJICHUS B NIPEETIaX UX KOMIIETEHIMH.

[Tonw3oBarenu u obcnyxuBatomuii nepconan [1JIln UCIIn Yupexnenuss n0mKHBI OBITh
OCBEZIOMJIEHBI O MOpsKE PabOTHI ¢ 3amuinaeMoil nHGopMaled 1 06 OTBETCTBEHHOCTH 32 3allUTY
[1/H.

5.2 CucreMHOCTB

Cucremupnii noaxon k mnocrpoeruto C3IIJIH VYupexneHus mnpeanonaraet ydeT BCEX
B3alMOCBS3aHHBIX, B3aUMOJICHCTBYIOIINX M HW3MEHSIOIIMUXCS BO BPEMEHH 3JIEMEHTOB, YCIOBHH U
(bakTOpOB, CYIIECTBEHHO 3HAYMMBIX JUIsI TOHUMaHHUS M pELIeHUs MpobiieMbl obecnedeHus
6esonacuoctu [1/In UCIIAH Yupexaenus.

IIpu co3naHuu CUCTEMBI 3aIIUTHI TOJKHBI YUUTHIBAThCS BCe ciaaldble U Hanbosee ysi3BUMBbIE
MecTa cucteMmbl 00paboTku I1J1H, a Takke XxapakTep, BO3MOKHbIE OOBEKThI M HAlpaBJICHUS aTak Ha
CHCTEMY CO CTOPOHBI HapymuTesel (0COOEHHO BHICOKOKBATH(DUIIMPOBAHHBIX 3I0YMBIIIICHHUKOB),
NyTH TpPOHUKHOBeHUs B pacnpeaeneHHble cucteMbl 1 HCJl k mHpopmanuu. Cucrema 3aiuThl
JIOJDKHA CTPOUTBCS C YYETOM HE TOJBKO BCEX WM3BECTHBIX KaHaloB npoHukHoBeHHs u HC/I k
nH(pOpMaIIUY, HO U C YUETOM BO3MOKHOCTH TOSIBJICHUS PUHIUMITHAIBHO HOBBIX IMyTeH peanu3anuu
yrpo3 6e3onacHocT. CucteMa 3aliuThl ONpeieieHa B DCKU3HOM IIPOEKTE.

5.3 KoMmuiekcHOCTH

KoMIuiekcHoe MCnoab30BaHUE METOJOB U CPEACTB 3aIUTHI MPEANOIaraeT COrjJacoBaHHOE
NPUMEHEHUE Pa3HOPOJHBIX CPEICTB IPU IOCTPOCHUM LEJIOCTHOM CHUCTEMBI  3alllUThI,
MEePEeKPHIBAIONICH BCE CYIIECTBEHHBIE (3HAUYMMBIE) KaHANbI peaju3alid yrpo3 M He coleprKaliei
CJ1a0bIX MECT Ha CTBIKAX OTJEJbHBIX €€ KOMIIOHEHTOB.

3amyrTa JOJDKHA CTPOUTHCS SIICTOHUPOBAHO. J{JIs KaX10ro KaHaja yTeukd HH(pOpMaLuu U
JUIS KaxJ0d yrpo3sl 0€30MacHOCTH JIOJDKHO CYIIECTBOBAaTh HECKOJBKO 3alIUTHBIX PYOeKew.
Co3naHue 3alIUTHBIX PYyOeX el OCYIIEeCTBISIeTCSs C Y4eTOM TOro, 4TOOBI Uil UX IPEOAOJICHUS
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MNOTEHIMAILHOMY 3JIOYMBIIIJICHHUKY TpeOOBaluCh NpOo(hecCHOHAIbHBIE HABBIKK B HECKOJIBKHX
HEB3aMMOCBS3aHHBIX 00JIACTSIX.

Buemnss 3amuTa JIOJKHA o0ecreunBaTbCs du3nueckuMu CpelCTBaMy,
OpraHM3al[MOHHBIMM W MpPaBOBBIMH Mepamu. OpHuMm u3 Hauboyiee YKPEIUIEHHBIX pyOexein
NpU3BaHbl OBITH CpENCTBA KPHUNTOTPapuyUecKOl 3alMThl, PEaJTU30BaHHBIE C HCIOJIH30BAHUEM
texHojorun VPN. IlpuknanHoil ypoBeHb 3alUTHI, YYUTHIBAIOUINIT OCOOEHHOCTHU MpPEIMETHOM
00J1aCTH, IPEACTABISAET BHYTPEHHUN PyOexk 3alUThI.

5.4 HenpepsbiBHOCTD 3amuThl [1/{H

3amuTa II[[H — He pa3oBoe MeponpuUATHE U HE IPOCTas COBOKYIHOCTb IIPOBEICHHBIX
MEPOIPUATHI M YCTAaHOBJIEHHBIX CPEICTB 3aLIUThl, & HEIPEPBIBHBIN LIE€JICHANIPaBICHHBIN MPOIIECC,
MIpEANOJararouil IPUHITHE COOTBETCTBYIOIIMX MEP Ha BceX ATamnax skxuzHennoro nukia UCIx.

NCITAH nomKHBI HAXOAUTHCS B 3allMILIEHHOM COCTOSIHUM Ha MPOTSHKEHHHM BCErO BPEMEHH
X (YHKIIMOHUPOBaHMs. B COOTBETCTBHM C 3TUM MPHUHIUIIOM JOJDKHBI MPUHUMATHCS MEPHI IO
HenonyueHuto nepexoaa UCIIJIH B He3alIMIIIEHHOE COCTOSTHUE.

BonbmuHCTBY (HU3MYECKHX M TEXHMYECKHX CpPEACTB 3amuThl Ui  3((HEeKTUBHOTO
BBIMIOJTHEHHUST CBOMX (YHKIUMH HEoOXOoJauMa TOCTOSIHHAas TEXHUYeCKass M OpraHu3allMOHHas
(agMHHHCTpaTHUBHAS ) TOJIEPKKA (CBOEBPEMEHHAsi CMEHA M 00ecrieueHue MPaBMIIbHOTO XpaHeHUS U
NPUMEHEHUS WMEH, Mapojieil, kioued mudpoBaHus, MepeornpeieleHre MOJIHOMOYHN U T.I1.).
[lepepbiBBl B paboTe CPENCTB 3aIIUTHl MOTYT OBITH HCIIOJNB30BaHBI 3JI0YMBINUICHHUKAMH IS
aHaJIM3a IPUMEHSEMBIX METOJO0B U CPEJICTB 3ALLUTHI, JJIsl BHEAPEHHS CIIELMAIbHBIX MPOTPAMMHBIX
U anmapaTHbIX "3aKiIaAoK" M APYrUX CPEACTB IPEOAOJEHMS] CUCTEMBbl 3allIUTHI I10CIIE
BOCCTAHOBJICHHUS €€ () yHKIIMOHHPOBAHUSI.

5.5 CBOeBpeMEeHHOCTH

[Ipenmonaraer ympexxgarouiuii xapakrep mep obecrneuenus 6e3omacHoctu I1/[H, To ecTb
IOCTaHOBKY 3amauy no kommuiekcHoM 3amute WCIIJIH u peanuzauuio mep obecrneueHus
o6e3onacHoctu I1/[H Ha panHMX cragmsx paspadotku WMCIIJIH B memoM M €€ CHCTEMBI 3alllMThl
uH(pOpMaLlH, B YaCTHOCTH.

Pa3paboTka cucTembl 3alIUThl JOJMKHA BECTUCH MapalljieIbHO C pa3paboTKON U pa3BUTHEM
caMOi 3allMIIaeéMOM CHUCTEMBl. JTO TO3BOJUT Yy4ecTb TpeOoBaHUs OE€30MacHOCTH THpuU
NPOEKTUPOBAHUU APXUTEKTYpbl M, B KOHEYHOM cdYeTe, co3laTh Oonee 3¢ (dekTuBHbIE (Kak IO
3aTpaTaM pecypcoB, TaK U MO CTOMKOCTH) 3alUIIEHHBIE CUCTEMBI.

5.6 IIpeeMCTBEHHOCTb U COBEPIIEHCTBOBAHHE

[IpenmonaratoT MOCTOSIHHOE COBEPIICHCTBOBAHUE MEP U CPEACTB 3allUThl HHOpPMALIUK Ha
OCHOBE IIPEEMCTBEHHOCTH OPTraHMW3AallMOHHBIX W TEXHUYECKUX PpELICHWH, KaJApoBOIO COCTaBa,
ananm3a ¢ynkiuonuposanuss UCIIIH u ee cucTembl 3alIUThI C y4€TOM M3MEHEHUN B METO/AaX U
CpeAcTBax ImepexBara MH(OpManMM, HOPMATHUBHBIX TpeOOBaHUI MO 3allUTe, JAOCTUTHYTOTrO
OTEUYECTBEHHOI'O U 3apy0eKHOI0 OMbITa B 3TOM 00J1acTH.

5.7 IlepcoHa/ibHAsA OTBETCTBEHHOCTDH

[Ipeamonaraer BO3JIOKEHHWE OTBETCTBEHHOCTH 3a obecreueHue OezomacHocTH [IJ[H u
CHCTEMBI UX 00pabOTKHM Ha Ka)XJ0ro COTPYAHHUKA B Ipejenax ero nojiHoMouuil. B cootBercTtBuu ¢
3TUM HPUHLUIIOM pacIHpelelieHne MpaB U 00s3aHHOCTEN COTPYIHUKOB CTPOUTCS TaKUM 00paszoM,
4yToOBI B Cllyyae JII0OOT0 HApYIIEHHsS KpPyr BHHOBHUKOB OBUI UYETKO M3BECTEH WIJIM CBEICH K
MUHUMYMY.

5.8 IIpuHUUI MUHMMHU3ALMH TOJTHOMOYUI

O3Hayaet npegocTaBiIeHUE MOJIb30BATEISIM MUHUMAIIBHBIX MPaB JIOCTYIa B COOTBETCTBUH C
NPOM3BOJICTBEHHON HEOOXOJUMOCTBbIO, HAa OCHOBE MpPHUHLMIA «BCE, YTO HE pa3pelieHo,
3aMpeneHo.

Hoctyn x II[IH nomKeH NpeAaoCTaBIsATHCS TOJBKO B TOM cCilydyae M 0ObeMe, €ClU 3TO
HEO0OXOIUMO COTPYIHUKY JIJISl BBITIOJTHEHUSI €T0 JOJKHOCTHBIX 00S3aHHOCTEH.

5.9 B3aumoneiicTBue U COTPYAHUYECTBO

[Ipeamonaraer co3gaHue OMaronmpusATHONM aTMocdepbl B KOJUJIEKTHBAX MOJpa3JelIeHUi,
obOecneunBaromux  gearenbHocts  MCII/IH  VYupexaenusi, ans CHIKEHHUS  BEpPOATHOCTU
BO3HMUKHOBEHUS HETATUBHBIX JIEHCTBHI CBA3aHHBIX C YEJIOBEYECKUM (DAaKTOPOM.

15



B takoii 00cTaHOBKE COTPYTHUKH JOJIKHBI OCO3HAHHO COOJIIO/IaTh YCTAHOBJICHHBIE TIPaBUIIa

1 OKa3bIBaTh COACHCTBUE B JEATEIbHOCTH MOAPA3IEICHUNA TEXHUYECKOH 3alUuThl HH(OpMAaLIUU.
5.10 I'mOkocTb cucrembl 3amuThI [11H

[IpuHsATHIE MEpPBI U YCTAaHOBJICHHBIE CPE/ICTBA 3alIUThl, 0COOCHHO B HAYaJIbHBIN MEPHOJ UX
IKCIUTyaTallii, MOTYT OO€CIeYnBaTh KaK YpPE3MEPHBIA, TaK U HEAOCTATOYHBIA YPOBEHH 3AIIUTHI.
s obecrieyeHUs BO3MOXXHOCTH BapbUPOBAaHUS YPOBHEM 3alllUIICHHOCTH, CPEACTBA 3aIUThI
JOJDKHBI 00J1a/1aTh ONpeNeNeHHON THOKOCThI0. OCOOEHHO Ba)KHBIM 3TO CBOWCTBO SIBIISICTCS B TEX
Cllydasix, KOTJla YCTaHOBKY CpPEICTB 3allUThl HEOOXOJMMO OCYILECTBISTh Ha pPabOTaIoIIyIO
cCHCTeMY, He HapyIlas mpolecca ée HOpMaJIbHOro (yHKIIMOHUPOBAHUSI.

5.11 OTKpPBITOCTH AJITOPUTMOB U MEXAHU3MOB 3aIIUThHI

CyTp mpUHIUIIA OTKPBITOCTH QJITOPUTMOB M MEXAHHU3MOB 3aIUTHI COCTOUT B TOM, UTO
3aluTa HE JOJDKHA 00eCredrBaThCsl TOJNBKO 32 CYET CEKPETHOCTU CTPYKTYPHOH OpraHuzalud u
AITOPUTMOB (PYHKIIMOHUPOBAHUS €€ MMOJICUCTEM. 3HAHUE aJITOPUTMOB paObOTHI CUCTEMBI 3aIIUTHI HE
JOJHKHO J1aBaTh BO3MOXKHOCTH €€ ImpeojosieHus (naxe aBropam). OnHaKo, 3T0 HE O3HAYaeT, YTO
uHpopManusa 0 KOHKPETHON CHCTEME 3alUThI TOJKHA OBITh 00IIEI0CTYITHA.

5.12 [IpocToTa NIpUMEHEHHUs CPEACTB 3alUThI

MexaHu3MBbl 3alUTHI JOJDKHBI OBITh MHTYUTHUBHO IMOHSTHBI U TIPOCTHI B HCIOJIb30BAHUU.
[IpumeHeHue CpeACcTB 3alUThl HE JOMKHO OBITh CBA3aHO CO 3HAHUEM CIICIUANBHBIX S3BIKOB UIH C
BEITIOJTHEHUEM  JICWCTBUN, TpPEOYIOIUX 3HAYUTENBHBIX JOMOJHUTEIBHBIX TPYI03aTpaT IpHU
OOBIUHOM paboTe 3aperrucCTPUPOBAHHBIX YCTAHOBJICHHBIM MOPSIKOM IOJB30BaTENEH, a TakKe He
JOJDKHO TPeOOBATh OT MOJIB30BATEIIS BHIMIOJHEHUS PYTHHHBIX MAJIOMOHSATHBIX €My orepanuil (BBO
HECKOJIbKUX Mapojieil 1 UMeH | T.1.).

JlomkHa HOCTUraThCs aBTOMAaTU3alvMsd MAKCHUMAJIbHOIO 4YHWCa JEHCTBUU MOJIb30BAaTENEN U
aagmunuctpatopoB UCIT/IH.

5.13 HayuyHasi 000CHOBAHHOCTb U TEXHHMYeCKasl peajin3yeMocTh

HNudopmaninoHHble TEXHOIOTHH, TEXHUYECKHE U MPOTPaMMHbBIE CPEJICTBA, CPEJICTBA U MEPhI
3amUThl HHPOPMAITUU JTOJDKHBI OBITH pean30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS HAYKU U
TEXHUKH, HaydHO OOOCHOBAaHBI C TOYKU 3PEHHS JOCTHKEHHS 3aJlaHHOTO YpPOBHSI 0e30MacHOCTH
nHpOpMallUd W JOJDKHBI COOTBETCTBOBAThH YCTAaHOBJICHHBIM HOpMaM U TPeOOBaHHUSAM TIO
oe3onacHoctH [1]IH.

C3I1dn1 momkHa OBITh OPUEHTHPOBAHA HA PEIIECHHUS, BO3MOXKHBIC PUCKH I KOTOPBHIX U
MEpBI NMPOTUBOJECUCTBUS 3TUM PUCKAM IMPOLIIN BCECTOPOHHIOIO TEOPETHUYECKYIO U NMPAKTUYECKYIO
IIPOBEPKY.

5.14 Cnenunaan3anus ¥ NpohecCHOHAIN3M

[Ipennonaraer mnpuBiedyeHUe K pa3pabOTKE CpEeACTB U pealu3allid Mep 3alluThl
uH(pOpMalUY CHEIHATU3UPOBAHHBIX OpraHU3aluii, Hanboliee MOATOTOBIECHHBIX K KOHKPETHOMY
BUJY JI€ATEIBHOCTH 110 oOecnieueHnto o6e3onacHoctu [1JIH, MerouX OnbIT NpakTUYECKON padoThI
U TOCYAApCTBEHHYIO JIUIICH3WI0O Ha TPaBO OKa3aHHS ycIyr B 9Toil oOmactu. Peanuzanus
aIMUHUCTPAaTUBHBIX MEpP M OKCIUTyaTalus CpPEICTB 3allUThl JOJDKHA  OCYIIECTBISATHCS
npodeccuoHaNbHO MOATOTOBIEHHBIMU CIEIHAIMCTAMH Y UpPEKICHUS.

5.15 O0s13aTe/IbHOCTD KOHTPOJIS

[Ipenmonaraer 00sA3aTeIPHOCTh M CBOCBPEMEHHOCTH BBISIBICHUS M TPECEYCHHS TMOMBITOK
HapylLIeHHUs YCTAaHOBJIEHHBIX MpaBmil obecriedeHust O6e3onacHocty [1/[H Ha OcHOBE MCHONB3YEMBIX
CUCTEM U CPEJCTB 3aIIUTHl HH(POPMAIIMH TIPH COBEPIICHCTBOBAHUM KPUTEPUEB U METOAOB OIICHKU
3(PEKTUBHOCTU ITUX CHCTEM H CPEJICTB.

KoHTponb 3a JesTenbHOCTBhIO TIOOOTO MOJIB30BaTeNsl, KaXKIOTO CPEACTBA 3aIUTHl U B
OTHOIIEHUHU JIIO00T0 OOBEKTa 3alIUTHl JOJIKEH OCYIIECTBISATHCS HA OCHOBE NMPUMEHEHHS CPEJCTB
ONEPATUBHOIO KOHTPOJISL U PETUCTPALMU U JOJKEH OXBAThIBaTh KAK HECAHKLIMOHUPOBAHHBIE, TaK U
CaHKIIMOHUPOBAHHBIE IEUCTBUS NOJIb30BATEIICH.
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6 Mepbl, MeTOABI U CpeaCcTBa o0ecneuyeHusi TpedyeMOoro ypoBHs 3alHIEHHOCTH

OGecnieyenne  TpeOyeMOTO  YpOBHsS  3alIUIICHHOCTH  JIOJDKHBI  JOCTUTAThCS  C
UCIIOJIb30BaHUEM MEp, METOJIOB U CPENCTB Oe30macHOCTH. Bee mMephl o0ecnieueHrs 0€30macHOCTH
NCIIJn noapasaenstorcs Ha:

- 3aKOHOJIaTeJIbHBIC (ITPABOBHIC);

= MOPAJIBHO-3TUYCCKUE;

OpraHu3aIMOHHbIC (aIMHUHUCTPATHBHBIC);
- (uznveckue;

- TeXHHMYECKHe (anmnapaTHble U IPOrpaMMHBIE).

[lepeuenr BbIOpaHHBIX Mep oOecmeueHus Oe3omacHOCcTH oTpaxkaercs B [lnane
MEpOTPUATHIA 10 obecrieueHnto 3anuThl [1/]H.

6.1 3akoHoaaTe/bHBIE (IPABOBbIE) MePbI 3ALIUTHI

K 1npaBoBBIM MepaMm 3alUThl OTHOCATCS ICHCTBYIOIIME B CTPaHE 3aKOHBI, YKa3bl H
HOPMATUBHBIE aKThl, perjaMeHTHpyomue npasuiaa odpamenus ¢ I1/{H, 3akperuissiomue npasa u
0053aHHOCTH yYaCTHUKOB HWH(POPMALMOHHBIX OTHOIIEHWH B mpouecce ee o0paboTKu U
UCIIOJIB30BAaHUs, a TaKK€ YCTAHABJIMBAIOLIME OTBETCTBEHHOCTh 3a HApYLIEHHs JTUX IIPaBuUII,
IPEMATCTBYS. TEM CaMbIM HENPAaBOMEPHOMY MCNOIb30BaHuto [1/IH 1 ABIsAOIMECs CAEPKUBAIOLIIUM
(dakToOpoM /1J1s HOTEHIUAIbHBIX HapyIIUTENEH.

[TpaBoBBIE MEPBI 3aIUTHI HOCAT B OCHOBHOM YIPEKAAIOLIN, MPO(UIAKTUYECKHH XapaKkTep
U TpeOYIOT MOCTOSHHON pa3bsICHUTENBHOW pabOThI C TOJNH30BATEISAMU M OOCTYKHBAIOIIUM
IIEPCOHAJIOM CHCTEMBI.

6.2 MopajbHO-ITHYECKHE MepPbI 3alllUThI

K MopanbHO-3TMUECKMM MeEpaM OTHOCSTCSI HOPMBI IOBEACHMsS, KOTOPBIE TPAIULMOHHO
CJIOKWJIMCh WIIM CKJIQABIBAIOTCS MO Mepe pacmpoctpaneHuss DBM B ctpane mnm oOmiectBe. OTH
HOpPMBI OOJbIIEH 4YacThlO HE SBISIOTCS 00s3aTEIbHBIMH, KaK 3aKOHOJATEIbHO YTBEP)KJICHHbIC
HOPMATHBHBIEC aKThHI, OJTHAKO, UX HECOOIIOJCHNE BEET OOBIYHO K MAJICHUIO aBTOPUTETA, IPECTHIKA
4eJI0BEKa, TPYIIIbI JIMLl WK OpraHu3aiuu. MopalbHO-3TUYECKHE HOPMBbI OBIBAIOT KaK HEMMCaHbIE
(Harpumep, oOIeNpU3HAHHBIE HOPMBI YECTHOCTH, NATPUOTH3MA U T.II.), TaK U IMHCAHBIE, TO €CTh
o(opMIIeHHbIE B HEKOTOPBIN CBOJI (YCTaB) MPaBUII WIIM IPEANHCAHUM.

MopanbHO-3THUECKHE MEpbl 3alllUThl SBIAIOTCS NPOPUIAKTHUECKMMH U TPeOyIoT
IOCTOSIHHOM  pabOThl MO CO3J@HMIO 3JI0POBOTO  MOPAJBHOTO KIMMAara B KOJJICKTHBaX
nozpaszzeneHuii. MopanbHO-3THYECKHE MEphl 3alUThl CHUXXKAIOT BEPOSITHOCTh BO3HUKHOBEHUS
HETraTUBHBIX JCHCTBUI CBA3aHHBIX C YEIOBEYECKUM (DAaKTOPOM.

6.3 Opranu3zanuoHHbIe (AAMUHUCTPATUBHbIC) MePbI 3A1UTHI

OpraHu3anroHHble (aAMUHUCTPATUBHBIE) MEPBl 3alUTHl - 3TO MEpPbl OPraHU3ALMOHHOIO
XapakTepa, periaMmeHtupyromue mnpouecchl ¢yHkuumonupoBanus WCIIJIH, wucnonb3oBaHue
pecypcoB  MCII[lH, neATeNbHOCTh  OOCITYXHMBAIOIEro IEpcoHala, a Takke MOpSAIAOoK
B3aumojieiicTBusi mosb3oBatenet ¢ MCII[In Takum o6pa3om, uToObl B HaWOOJBIIEH CTETCHH
3aTPYAHUTH UM UCKIIOYNTH BO3MOXKHOCTh pealln3alliyl yrpo3 0€30MacHOCTH WM CHU3UTh pa3Mmep
MIOTEPH B CIIy4ae UX peaIu3alUu.

I'maBHas 1enb aJIMUHUCTPATUBHBIX Mep, NPEANPUHUMAEMBIX Ha BBICIIEM YIIPABJIEHYECKOM
ypoBHE — CGhOpPMHpPOBATH TMOJIUTHKY WHPOpMaMoHHOW Oe3zomacHoct [IJ[H Ha ocHOBe
«Texnnyeckoro 3amanusi» U Otyera 00 oOcnenoBanuu WCII/IH» (oTpakaroniyro MOAXOIbI K
3amuTe MHQOpMANMK) W O00ecHedyuTh €€ BBINOJIHEHHE, BbLIETSAsS HEoOXOOUMBbIE pPECcypchl M
KOHTPOJIUPYsI COCTOSTHUE JEIL.

Peanuzanus nmonutuku mHbopmarmonHon 6e3onacHoctu [1JJn B UCII/IH cocTosT u3 mep
a/IMUHUCTPATUBHOTO YPOBHS M OPraHU3allMOHHBIX (IIPOIETyPHBIX) MEp 3aIIUThl HHPOPMALIUH.

K aaMuHHMCTpaTMBHOMY YpOBHIO OTHOCSITCSI pEIIEHUs PYKOBOJICTBA, 3aTparvBarollue
nesrenbHocTh UCII/IH B ienom. [IpumMepom Takux perieHuii MOoryT ObITh:

- NpUHATHE pelleHuss O (OPMHUPOBAHUU MM IEPECMOTPE KOMIUIEKCHOM IMpOrpamMmbl
obecrieuenns 6e3onmacHocTw [1/1H, onpeneieHue OTBETCTBEHHBIX 32 €€ Peai3allHio;
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- GopmynupoBaHHe IeJICH, MOCTAHOBKA 3a/1a4, ONpeAe/ICHIE HAIIPABICHUN ICATEILHOCTH B
obnactu 6e3onacHoctH I1/1H;

- NPUHATHE PEHICHUH IO BOIPOCAM peaTH3alMKU IPOTPaMMbl 0E30MaCHOCTH, KOTOPBIE
paccMaTpuBalOTCsA Ha YPOBHE YUPEKACHUS B LIETIOM;

- oOecrieueHne HOPMATHBHOM (IMPaBOBOI) 6a3bl BOIPOCOB 0€30MACHOCTH U T.II.

[TonuTrKa BEepXHErO yPOBHS JIOJDKHA YETKO OYEPTUTH CEepy BIUSHUS U OTPAHUUYCHHUS MPU
ompezaeneHun uenei Oe3omacHoctu [IJIH, ompenenuTs KakuMu pecypcamu (MaTepualbHBIE,
MEePCOHANT) OHU OyayT MOCTHTHYTHI W, HAaWTH Pa3yMHBIH KOMIIPOMHUCC MEXAY MPUEMIIEMBIM
ypoBHeM Oe3omnacHocTH U (pyHKImoHaIbHOCTRIO MCIT/IH.

Ha opranuzaniioHHOM YpOBHE OINPEAEISIOTCS MPOICAYPhl U MpaBuiia JOCTHXKEHUS IeNe n
pelIeHus 3a/1a4 MOJIUTUKK HH(popMalnoHHoU 6e3omacHoctu [1/1H. DTu mpaBuiia onpeaensior:

- KakoBa 00J1acThb IIPUMCEHCHUA ITOJIUTHKHU 0€e30macHOCTH HHH,

= KaKOBbI POJIM U O0SI3aHHOCTH JIOJKHOCTHBIX JIMII, OTBEYAIOIIKE 33 MPOBEICHUE MOJIUTHKI
6e3onacuoctu I1/[H, a Tak ke X yCTAaHOBUTH OTBETCTBEHHOCTH;

- KTO uMeeT npasa aocryna K [1/1H;
- KaKUMH MepaMu U cpelicTBaMu olOecrieunBaercs 3amura [1/]H;

- KaKMMHU MEpaMH U CPEACTBAMH 00ECIEeUMBAETCS KOHTPOJIb 32 COOJIIOJICHUEM BBEICHHOTO
pexxrmMa 6e30MacHOCTH.

OpFaHI/I3aIII/IOHHI)I€ MCPBI JOJIKHBI:

- peIycMaTpuUBaTh  PErJIAaMEHT  WH(GOPMAIMOHHBIX  OTHOIICHHH,  MCKITFOYAIOIINX
BO3MOKHOCTh HECAaHKIIMOHUPOBAHHBIX JAEUCTBUI B OTHOILIEHUH OOBEKTOB 3aIIUTHI;

= ONpeACNATh KOAIUIIMOHHBIE M HEPApXMUYECKHWE MPUHIMIBI U METOJbl pa3rpaHUuCHUS
noctyna k [1J1H;

= OIpCACIATE ITOPAIOK pa6OTI)I C IMpOrpaMMHO-MAaTCMAaTUYCCKUMU W TCXHUYCCKHUMU
(annapaTHLIe) CpCACTBAMU 3allIUTHI U KPUIITO3AIIUTBI U APYTUX 3aAUTHBIX MEXAaHNU3MOB,

- oprann3zoBatb  Mepbl nportuBoieictBus  HCJl  monp3oBarenssMm  Ha  Jramax
ayTeHTU(UKALUY, aBTOPU3ALMH, UJIEHTU(PUKALMY, 00eCeYnBalOINX rapaHTUU pealn3aluu MpaB
Y OTBETCTBEHHOCTHU CYOBEKTOB HH(OPMAILIMOHHBIX OTHOIICHHUH.

OprasHu3alioOHHbIE MEPBI TOJIKHBI COCTOSITh U3:

- pernamenTa aocryna B nomerienus UCII/Ix;
- MOPSAOK JIOIyCKa COTPYIHUKOB K Mcnoiib3oBaHuto pecypcoB UCII/In Yupexnenus;

- periiaMeHTa TpOLECCOB BeleHUs 0a3 JaHHBIX M OCYILECTBICHHS MoJu(UKaAIIH
MH(GOPMAIMOHHBIX PECYPCOB;

- perjaMeHTa MpoLEecCOB 0OCTYKMBAHUS U OCYILECTBICHUS MOAU(UKALNN alapaTHbIX U
nporpaMMHBbIX pecypcoB UCII/IH;

- uHctpykiuit none3oBateneit MCII[In (agmunuctpatopa WCII[IH, ammuHHcTparopa
6e3onacHoctH, onepatopa UCIIn);

= UHCTPYKIHU MOJb30BaTeNeH TP BO3BHUKHOBCHWH BHCIITATHBIX chyauHﬁ.
6.4 ®PusnyecKue Mepbl 3allIUThI

duznueckue MCpPBI 3allUTbl OCHOBAHbBI Ha IMPHUMEHCHUHW PA3HOTIO poaa MEXAaHUUYCCKUX,
NEKTPO-  WIM  DJIEKTPOHHO-MEXAHWYECKUX  YCTPOWCTB U COOPYXKEHWH,  CIIEHUalIbHO
MMpE€aAHa3HAUYCHHBIX JI CO3JJaHUs (1)I/ISI/I'-IGCKI/IX HpeHHTCTBI/II)’I Ha BOBMOXHBIX ITYTAX ITPOHUKHOBCHUA
U JOCTyNa MOTEHIMAIbHBIX HApyIIUTeNeH K KOMIOHEHTaM CUCTEMBbI M 3alllUMIIaeMoi HH(pOpMAIIHH,
a TaK)KC TCXHUYCCKHX CPEACTB BU3YyaJIbHOI'O Ha6J'IIO,ZIeHI/I$I, CBA3HU U OXpaHHOfI CHUTHaJIN3aIluu.

dusnueckas 3amuTa 3aHUH, TOMEIEeHUH, 00bEKTOB M CPEACTB MH(POpMATU3ALUHU JTOJIKHA
OCYHICCTBIIATECA MYTEM YCTAHOBJICHHA COOTBETCTBYIOIIUMX IIOCTOB OXpaHBI, C IIOMOINBIO
TEXHUYECKHX CPEACTB OXpaHbl WJIN JIOOBIMHU JPYTMMH CIOCO0aMHM, MPEJOTBPALIAOIIUMU WIN
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CYLIECTBEHHO 3aTPYAHSIOIIMMHM IPOHUKHOBEHHE B 3JaHHME, MOMEUICHHsS ITOCTOPOHHUX JIMII,
XUIIeHHe HMH(QOPMAIMOHHBIX HOCUTENeH, CaMUX CpeICTB HH(POpMaTH3aLUHU, HCKIIOYAIOIIMMU
HaXO0X/I€HNE BHYTPU KOHTPOJIUPYEMOH (OXpaHsIeMOI) 30Hbl TEXHUYECKUX CPEJICTB PA3BEAKH.
6.5 AnnapaTHo-nporpaMMHble cpeacTsa 3ammThbl [1IH

TexHuueckue (anmapaTHO-NPOrpaMMHBIE) MEPbl 3aIIMTHl OCHOBAHbI HAa HCIIOJIb30BAaHUU
Pa3IMYHBIX 3JEKTPOHHBIX YCTPOMCTB U CHEHUANbHBIX Iporpamm, Bxonsamumx B coctaB UCII/In u
BBITOJIHSIOUINX (CaMOCTOSITEIbHO WJIM B KOMIUIEKCE C JPYTUMH CPEICTBAaMH) (DYHKIIMH 3aIUThI
(uneHTUUKALMIO U ayTEHTH(PHUKAIUIO I[0JIb30BaTEe, pasrpaHUyYeHHe JOCTyla K pecypcam,
perucTpanuio coObITUi, KpUNTOrpaprUUECcKOe 3aKphITHE MH(DOPMAIMH U T.1.).

C yderoM Bcex TpeOoBaHMI U MpUHIUIIOB obecrieueHus 6ezonacHoct [1JIn B UCIT[H mo
BCEM HAINpaBJICHUSAM 3allUTHl B COCTaB CHUCTEMBbI 3alUTHI JOJDKHBI OBITH BKJIIOUEHBI CIEIYIOIIUE
CpeacTBa:

- cpeactBa  uaeHTU(UKAMKM (ONMO3HABaHMA) U ayTeHTH(UKAIUU  (MOATBEPKICHUS
noasiuHHOCTH ) noJib3oBatenei UCIIx;

- CpEACTBA pa3rpaHUYECHUs JOCTYyNa 3apErMCTPUPOBAHHBIX II0JIB30BATEIIEH CHCTEMBI K
pecypcam UCII/IH Yupexnenus;

- cpeAcTBa obecrieyeHUs U KOHTPOJISI LEIOCTHOCTU MPOTPaMMHBIX U HH(OPMAIMOHHBIX
pecypcos;
= CpeICTBa ONEPATUBHOTO KOHTPOJISI U PETUCTPALIUN COOBITHI OC30IMaCHOCTH;

- kpunrorpaduueckue cpeacraa 3amutsl [1/11.

VYcneuHoe npuMeHeHHe TEXHUUECKUX CPEJICTB 3alUThl HA OCHOBAaHMM NMPUHIMIIOB (pa3aeln
5) nmpexamonaraeT, 4YTO BBIIOJHEHHE NEPEUYHCICHHBIX HIDKE TpeOoBaHMH  00ecIeyeHo
OpraHU3allMOHHBIMU  (3AMHUHUCTPATUBHBIMM) MEpaMM M  HCHOJb3YEMbIMH  (U3UYECKUMHU
CpeICTBaMH 3alUTHI:

- obecnieueHa ¢uznyecKas 1enocTHOCTh BeeX kommoHeHT MCIT/H;

- Kaxaplii cotpyaHuk (mosnb3oBarens WCII[AH) wim rpynma mnosib3oBaTee  UMeEET
VHUKAQJIbHOE CHCTEMHOE€ HMS W MHUHHMAQJIbHO HEOOXOIWMBIE JJISi BBIMIOJHEHUS MM CBOUX
(GYHKIIMOHATBHBIX 00S3aHHOCTEH MOJIHOMOYHS TI0 JOCTYITY K PeCypcaM CUCTEMBIL;

- BCe M3MEHEHHUS KOHOQUrypaluM TEeXHUYeCKMX Hu mnporpammubix cpeacts HWCII/Ix
MIPOU3BOJATCS CTPOrO YCTAHOBJIEHHBIM MOPSAIKOM (PETUCTPUPYIOTCS U KOHTPOJIUPYIOTCS) TOJIBKO
Ha OCHOBaHHUH PaCHOPSIKEHUM PYKOBOACTBA Y UpEKICHMUS,

- ceTeBoe 000pyaOBaHME (KOHICHTPATOPHI, KOMMYTATOPBI, MapIIPyTHU3aTOPbl H T.IL.)
pacmogaracTtcda B MECTax, HECAOCTYITHBIX JIA TOCTOPOHHUX (CHGHI/IEUIBHI)IX IIOMCHIICHUAX, MKaq)aX, nu
T.IL.).

- CHELUAIUCTaMU  YUpEeXKACHHUS  OCYILIECTBISAETCS  HENPEPBIBHOE  YIpPaBICHUE U
aJMHUHHMCTpATUBHAS MOJAEPKKA PYHKIIMOHUPOBAHUS CPEJICTB 3ALUTHI.
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7 Kontpoab 3¢ dexTnBHocTH cucreMsbl 3ammThl UCIIIH Yupe:xaenus

Kontponb s3¢gdexruBaoctrn C3I1IH q0MKEH OCYIIECTBISETCS Ha TEPUOIMIECKON OCHOBE.
[enpto KOHTpOIS 3(HPEKTHBHOCTH SIBIISIETCS. CBOEBPEMEHHOE BBISBIICHUE HEHAJICKAIIUX PEKUMOB
padorer  C3II[lH  (OTKJIIOYEHHE  CpPEIACTB  3aIUTHI, HAPYIICHHWE  PEKHUMOB  3alllHTHI,
HECAaHKI[MOHUPOBAHHOE M3MEHEHHME pPEXHUMa 3allUThl W T.I.), a TaK MPOTHO3UPOBAHUE U
MIPEeBEHTUBHOE PearupoBaHre Ha HOBbIE yrpo3bl OezonacHocTu [1][H.

KoHTponb MOXET mNpOBOAUTHCA Kak aaMuHHUCTparopamu OezonmacHoctd MWCII/In
(omepaTUBHBIA KOHTPOJbL B Tporecce uHpopmarmonHoro B3aummoneictsuss B UCIIH), Tak u
MIPUBJIEKAEMBIMHU JIJIs1 3TOM 11€JTM KOMIIETEHTHBIMU OpPTaHU3alUsIMU, UMEIOIIUMHU JIMIICH3UIO0 Ha 3TOT
BUJ aestenbHocT, a Takke @PCTIK Poccun u @Ch Poccun B ipeenax ux KOMIETCHIIUH.

KoHTponb MOXKET OCYHIECTBIATHCS AAMHUHHCTPATOPOM OE30MACHOCTH KaK C TOMOIIBIO
LITAaTHBIX CPEACTB CUCTEMBI 3alUThI [1/{H, Tak ¥ ¢ MOMOIIBIO CIIEHUATIBHBIX IPOIPAMMHBIX CPEJICTB
KOHTPOJIS.

Onenka 3¢ dextruBHOCTH Mep 3amuThl [1/[H MpoBOUTCS ¢ UCTIOIB30BAaHUEM TEXHUYECKUX U
MIPOrPAMMHBIX CPEJICTB KOHTPOJIS HAa IPEIMET COOTBETCTBHSI YCTAHOBIICHHBIM TPEOOBAHHSIM.
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8 Cdepbl 0TBeTCTBEHHOCTH 32 Oe3omacHoCcTh [1/IH

OTBeTCcTBEHHBIM 3a pa3pabOTKy Mep M KOHTpPOJIb Hajx obecredeHneM Oe30MacHOCTH
NEPCOHANBHBIX  JAHHBIX  SIBISICTCS  PYKOBOIUTENb  YUpPEXKICHHS. PyKOBOAHMTENh MOXET
JIEJIETUPOBAThH YaCTh TOJTHOMOYH 110 00ECTICUCHUIO OE30MMACHOCTH MTEPCOHATBHBIX IAHHBIX.

Cdepa 0TBETCTBEHHOCTH PYKOBOJUTENSI BKIIIOUYACT CIICAYIOIINE HANIPABICHHUS 00CCIICYCHUS
6e3onacuoctu [1/1H:

- IlmanupoBaHue U peanu3aius Mep o odecredenno o6e3onacHoctu [1/1H;
- Anamus yrpo3 6ezonacHoctu I1]1H;

- Pa3paboTky, BHEOpEHHE, KOHTPOJIb WCIOJHEHUS H TMOJAJEPKaHUE B aKTyaJlbHOM
COCTOSTHUM TOJUTHK, PYKOBOJCTB, KOHIENIUI, MPOILEeNyp, PETIaMeHTOB, HHCTPYKIUN U APYrux
OpraHU3aIMOHHBIX IOKYMEHTOB 10 00ECTIEYECHUI0 OE30IIaCHOCTH;

= Kontposns 3ammmennoctu UT undpactpykrypsl Yupexaenus ot yrpos Ub;

- Obyuenune u uapopmupoBanue nonwsizoBarenein MCII[H, o mopsake paboter ¢ [1JlH u
CpeICTBaMH 3allUTHI;

- [IpenoTBpanieHue, BBISIBICHUE, pEarMpOBaHUWE W PAcCiCIOBaHHME  HApYUIICHHUN
oesomacuoctu I1/1H.

[Ipy B3auMOJEHCTBUM CO CTOPOHHUMH OpraHU3alUsIMH B CIydasX, KOIrJa COTPYAHHKaM
ATUX OpraHu3aluid MPEJOCTABISIETCS AOCTYN K oOOBeKTaMm 3amuThl (pazzuen 3), ¢ ITUMH
OpraHM3alUsIMU JOJKHO OBbITh 3akimtoueHo «CornamieHue O KOH(PUACHIHUATIBHOCTHY», IJHOO0
«Cornamenue o cobmoaennn pexkuma 6ezonacHoctu [1/{n npu Bemonnenuun padotr B MCIIHn».
[ToaroToBKa TUIOBBIX BAPUAHTOB ATUX COTJIAIICHUM OCYIIECTBIIAETCS COBMECTHO ¢ FOpuctom.
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9 Moaeab HapymuTe st 6€30MaCHOCTH

[Tox HapymmuTenem B YUpekI€HUN MIOHUMACTCA JIULIO, KOTOPOE B PE3YJIbTATE YMBIIILICHHBIX
WJIM HEYMBIIUICHHBIX JEMCTBUIM MOKET HaHECTH yiiepO oObeKTaM 3aiuThl (pasaen 3).

Hapymurenun mnoapasnenstorcss no npusHaky npuHamiexsHoctu k HWCIIJIH. Bce
HapyLIUTEIU ACJIATCS Ha IBE TPYIIIIbI:

e BHEIIHUE HApyIIUTEIH — (PU3MYECKHe JUIla, HE MMEIoLue IpaBa NpeOblBaHUs Ha
TEPPUTOPUU  KOHTPOJIMPYEMOM 30HBI, B TMpeleraax KOTOpOM pa3Melaercs
obopynosanue UCII/H;

e BHYTPEHHUE HapymHUTeNnu — (pu3nueckue uia, UMEIOIHe MpaBo MpeObIBaHUs Ha
TEPPUTOPUU  KOHTPOJIMPYEMOM 30HBI, B Mpeleraax KOTOpOM pa3Meliaercs
obopynoBanue UCITH.

Knaccudpukanus HapymuTeneld mpeicTaBieHa B AHAIUTHYECKOM  OOOCHOBAaHUU
HeooxoaumoctH cozaanust C3I1IH Moaens HapyIiTes.
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10 MoaeJsib yrpo3 6e30macHOCTH
Hna UCIIH VYupexnaeHus BBIACISIOTCS CIEAYIOUIME OCHOBHBIE KAaTErOpUU YIrpo3
0€30MacCHOCTH EPCOHATBHBIX JAHHBIX:
1) Yrpo3bl OT yTeUKH MO TEXHUYECKUM KaHAJIaM.
2) YTrpo3bl HECAaHKITHOHUPOBAHHOTO JOCTYIA K HH()OpMAIUH:

- Yrpo3sl yHMUTOKEHUs, XullleHus annapatHeix cpencts HCIIIH Hocurteneit
uHpopmanuu myrem puszndeckoro poctyna K emerTam UCIT/IH.

- Yrpo3sl XWIICHUS, HECAHKIMOHUPOBAHHOM MOTUGUKAIMKM WIN OJOKUPOBAHUS
uHpopManu 3a cueT HecaHkuuoHupoBaHHoro goctyna (HCJ) ¢ npumenenuem
IPOrpaMMHO-AINIApaTHBIX W TNPOTrPaMMHBIX CPEICTB (B TOM 4MCIE IPOTrpaMMHO-
MaTEeMaTHYECKUX BO3JICUCTBHIA).

- Yrpo3pl HE NPEAHAMEPEHHBIX JICMCTBUM IIOJB30BATENEd W HapyLICHUH
o6e3onacHocty  pyHkimonupoBanus MCIIJJn m C3II[IH B ee cocraBe mu3-3a cOOEB B
IPOTPaMMHOM OOECIIEYeHUH, a TAaKXKe OT Yrpo3 HEAaHTPOIIOreHHOTro (cOOEB anmapaTypsl U3-
3a HEHAJIeKHOCTU DJIEMEHTOB, COOEB AJIEKTPONUTAHMS) U CTUXMUHOTO (yIapoB MOJHUH,
M0’XKapoB, HABOJHEHUH U T.I1.) XapaKTepa.

- YTpOo3bl IPEIHAMEPEHHBIX IEUCTBUI BHYTPEHHUX HAPYIIUTEICH.

- YTpo3bl HECAaHKIIMOHUPOBAHHOT'O JI0CTYIA 0 KaHAJIaM CBSI3H.

Ornucanue yrpos, BEpOSITHOCTh MX peajn3alui, ONAaCHOCTh M aKTYaJIbHOCTh MPEACTABICHBI
B AHanuTH4YeCKOM 000cHOBaHMM HeoOxoaumoctu co3nanust C3I1/Ja . Moxens yrpos.
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11 MexaHu3M peaan3anuu Konnennun
Peanuzanus KoHueniuu A0KHa OCYIIECTBISATHCS HA OCHOBE MEPCIEKTUBHBIX MPOTPAMM U
IJIaHOB, KOTOPBIC COCTABJISIOTCSA Ha OCHOBAaHUU U BO UCIIOJIHCHUE:

- (enepanbHBIX 3aKOHOB B 0Ojactu oOecreyeHHs WHGOPMAIMOHHON Oe30macHOCTH U
3aIIUThl HHGOPMAIINY;

- nnoctanoByieHu# [IpaButenscTBa Poccuiickoit denepanuu;

- PYKOBOJSIIUX, OPraHU3AIMOHHO-PACTIOPSAIUTENBHBIX W METOJWYECKUX JTOKYMEHTOB
®CTOK Poccuu;

- notpednocreit UCII/IH B cpencTBax obecrnieyeHus 6€30MacHOCTH UH(OPMAIIHH.
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12 Osxupaembiii 3p ek ot peannzannu Konnenuun
Peammzanmsa Konnenuun 6e3onacuoctu [1J1a 8 UCII/H mo3BoauT:

- OUeHUTh cocTosHue Oe3omacHoctd HHpopMmanuu WCII[AH, BBIABUTE HCTOYHUKHU
BHYTPEHHUX M BHEIIHUX yrpo3 HH(OpMAnMOHHOW O€30MacHOCTH, ONPENEIUTh NPUOPHUTETHBIE
HaIpPAaBJICHUS IPEJOTBPAIICHUS, OTPAXKECHUS U HEUTPAIU3aluy dTUX YTPO3;

- pazpaboTaTh  pacHopsOUTEIbHbIE W HOPMAaTHUBHO-METOAUYECKHE  JIOKYMEHTBI
npumenurenbHo K UCII/IH;

- YCTaHOBUTH ypoBeHb 3amuieHHoctd UCIIH;

= IPOBECTH OPTraHHU3AIMOHHO-PEKUMHBIE U TEXHUYECKUE MEPONPUATUS MO 00ECIEeUYCHUIO
oesomacuoctu I1/1a B UCITdH;

- obecreunTh HEOOXOAUMBIN YPOBEHBb 0€30ITaCHOCTH OOBEKTOB 3aIUTHI.

OcylIecTBICHHUE OSTUX MEPONPUITHH OO0ECHEUYUT CO3[aHHUE €JAMHOW, IIEJIOCTHON U
CKOOPJIMHUPOBAaHHOW cucTeMbl nHpopmarmonHoi 6e3omacHoctu MCII/IH 1 co3mact ycmoBus ajis
€e JAJIIbHEUIIIEr0 COBEPLICHCTBOBAHUS.
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13 CnMcoK HCHO0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMATHUBHO-TIPABOBBIMU U METOJMYECKHMMH JTOKYMEHTaMH, Ha KOTOPBIX
6azupyercs Hactosiee [lonoxenue, sIBIAIOTCS:

1 ®enepanphbiii 3akoH oT 27.07.2006 1. Ne 152-®3 «O nepcoHanbHBIX JaHHBIX» (Hayiee —
@3 «O mepcoHaNBHBIX AAHHBIX»), YCTAaHABIUBAIOIINNA OCHOBHBIC MPUHILIUIIBI U YCIOBHUS 00pabOTKU
[111, mpaBa, 0053aHHOCTH U OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHUH, CBA3aHHBIX ¢ 00pabOTKOM
[1/H.

2 «llonoxxenne 006 0COOEHHOCTAX OOpPaOOTKH MEPCOHANbHBIX JaHHBIX, OCYIIECTBISEMOM
0e3 MCIONB30BaHMUS CPEJCTB aBTOMATH3alMN», yTBepxkaeHHoe [locranoBienuem IlpaButenscTBa
P® ot 15.09.2008 1. Ne 687.

3 «TpeboBanus K MaTepHaJbHBIM HOCHTEISIM OMOMETPHUYECKUX NEPCOHAIBHBIX JNAaHHBIX U
TEXHOJIOTUSIM XPAHEHHUS TaKUX JIaHHBIX BHE MH(GOPMAIMOHHBIX CHUCTEM MEPCOHANBHBIX JaHHBIX»,
yrBepxkaeHHble [loctanoBnenneM IlpaBurensctBa PO ot 06.07.2008 r. Ne 512.

4 HopmaTuBHO-MeTOIMYECKUE JOKYMEHTbl dDenepalibHOil CIy:KObl MO TEXHUYECKOMY H
sKcnepTHOMY KoHTpomo Poccuiickoit @epepanun (ganee - @CTIK Poccun) mo obecnedeHuto
6e3onacunoctu [1/1n mpu ux o6padotke B UCII/IH:

o [Ilpuxaz ®CTOK Ne 17 o 1 11 despans 2013 r. "O6 yrBepxkaennn TpeGoBaHuil 0 3ammuTe
nHbOpMalMK, HE COCTABIIIONICH TOCYJapCTBEHHYIO TaliHy, coJepXameics B
roCy/1apCTBEHHBIX MH(POPMAIIMOHHBIX CHCTeMax";

o [lpuka3z ®CTOK Ne 21 ot 18 deppans 2013 r. «O6 yrBepxkaenuu CocTtaBa U COAEp>KaHUS
OpPraHM3alMOHHBIX M TEXHUYECKHX MeEp IO 00ecreyeHHI0 Oe30MacHOCTH IEePCOHAIbHBIX
JTaHHBIX TMPH UX 00pabOTKEe B HHPOPMAIIMOHHBIX CUCTEMAaX MePCOHANBHBIX JAHHBIX).

5 [locranosnenne IlpaButensctBa PO ot 1 HOs0ps 2012 r. Ne 1119 "OO6 yrBepkaeHun
TpeOOBaHUH K 3alllMTe NEPCOHANBHBIX JaHHBIX MPU UX 00paboTke B MHPOPMAIIMOHHBIX CHCTEMaxX
MEPCOHAIBHBIX JTAHHBIX"

6 [loctanoBnenue IlpaButensctBa PD ot 21 mapra 2012 1. Ne 211 "OO yTBep:kaeHUH
NepevyHs Mep, HalpaBJICHHBIX Ha OOECHeueHHE BBHIMOJHEHUS OOS3aHHOCTEH, MPeIyCMOTPEHHBIX
OenepanbHbIM 3aKOHOM "O MEepCOHANBHBIX JNaHHBIX" U TNPUHATHIMU B COOTBETCTBUU C HHUM
HOPMAaTUBHBIMH TIPaBOBBIMHM aKTaMH, OIEpaTOpaMH, SIBISIIOIIMMUCA TOCYAApCTBEHHBIMHU WIIN
MYHHMIMITAJIBHBIMUA OpraHamMu'.

7 MeToueckre peKOMEHJAIMU /Ui OpraHU3alMK 3alluThl HHPOPMALMK TIPpU 00paboTKe
MEPCOHANBHBIX JAHHBIX B YUPEKACHHUSIX 3IPAaBOOXPAHEHUS, COIUANBbHON cdepbl, Tpyaa u
3aHATOCTH (yTB. MHUHHCTEPCTBOM 3/IpaBOOXpPAaHEHUS M cOLMaIbHOro pa3Butusi PO 23 nexabps
2009 1.).

8 (denepanbHbIN 3aKOH 00 OCHOBaX OXpaHbl 3/10pOBbs I'paxaaH B Poccuiickoil penepannn
No 323-®d3 o1 21.11.2011 .
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