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Onpenenenus
B HacrosmeM JOKyMEHTE UCTIOJB3YIOTCS CICIYIONNE TEPMUHBI M KX OIPEICICHUSI.

ABTOMATH3HPOBAHHASA CHCTEMAa — CHCTEMa, COCTOALIAs M3 IEPCOHANa U KOMIUIEKCa
CPECTB aBTOMATH3ALIMHU €T0 JIEATEIBHOCTH, PEAUTU3YIOIas HHPOPMAITMOHHYIO TEXHOJIOTHIO BBITIOJ-
HEHMsI YCTAaHOBJIEHHBIX (QYHKLIUH.

AyTeHTHQUKALUS OTHPABUTEN JAHHBIX — MOATBEPKICHUE TOrO, YTO OTIPABUTENb II0-
JIy4EHHBIX JIAHHBIX COOTBETCTBYET 3asBIICHHOMY.

be3onacHOCTh MEePCOHAIBHBIX JAHHBIX — COCTOSIHUE 3aIUIIEHHOCTH IIEPCOHAIBHBIX JaH-
HBIX, XapaKTepu3yeMoe CIIOCOOHOCTHIO NOJIb30BaTeNel, TEXHUUECKUX CPEICTB U MH(POPMAIIMOHHBIX
TEXHOJIOTMH 00ecneunTh KOH(UACHIHAIBHOCTD, LEIOCTHOCTh M JIOCTYITHOCTh IE€PCOHAIBHBIX JaH-
HBIX TIPU UX 00pa0OTKe B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JAHHBIX.

Buomerpuueckue nepcoHajibHbIe JaHHbIE — CBEJICHHS, KOTOPbIE XapaKTepu3ylOT (Hru3no-
JIOTUYECKHE OCOOEHHOCTH YEJIOBEKa M Ha OCHOBE KOTOPBIX MOXHO YCTAHOBUTH €r0 JMYHOCTD,
BKJIt04as gororpaduu, oTrevyaTky najiblieB, 00pa3 ceT4yaTKu Ii1a3a, 0COOEHHOCTU CTPOCHMS Teaa U
JIPYTYIO TO00HYIO HH(OPMALIUIO.

BiokupoBanue nmepcoHaNbHBIX JAAaHHBIX — BPEMEHHOE IPEKpalleHne cOopa, CUCTeMaTH-
3alMM, HaKOIUICHUS, UCIIOJIb30BAHMS, PACIIPOCTPAHEHUS], IEPCOHAIBHBIX JAaHHBIX, B TOM YHUCIE HX
neperavu.

Bupyc (KOMNbIOTEpPHBINH, MPOrPAMMHBII) — UCIOJIHAEMBIM NPOrpaMMHBINA KOJ WM HH-
TepIPETUPYEMbII HAOOp MHCTPYKLUH, 00JaAat0Kil CBONCTBAMH HECAHKIIMOHUPOBAHHOTO pacipo-
CTpaHeHHUsl U camoBocrnpousBereHusa. Co3gaHHble NyOnHMKaThl KOMIBIOTEPHOIO BUpYCa HE Bcerja
COBIAJAI0T C OPUTHHAIOM, HO COXPAHSAIOT CIOCOOHOCTh K JAJIbHEHIIIEMy paclpOCTpaHEHUIO U ca-
MOBOCIIPOU3BEICHHUIO.

BpenonocHas nmporpamma — nporpamma, NpeaHa3HadY€HHas Uil OCYLIECTBIICHUS HECAHK-
IIMOHHMPOBAHHOTO JI0CTyNA U (UJIM) BO3/IEHCTBUS Ha MEPCOHATIBbHBIE JaHHbIE WK pecypchl HHPOpMa-
LIMOHHOW CUCTEMBI IIEPCOHANIBHBIX JaHHBIX.

BcenomorarenbHbIe TEXHHYECKHE CPEICTBA M CUCTEMBbI — TEXHUYECKHUE CPEICTBA U CUCTE-
MBI, HE TIpeIHa3HAuEHHbIE IS Teperadn, o0padoTKU M XpaHEHUs MePCOHANIbHBIX JaHHBIX, YCTaHaB-
JIMBaeMble COBMECTHO C TEXHHYECKMMHU CPEJICTBAMHU M CHCTEMaMH, IpeJHa3HauYeHHbIMU JJis o0pa-
OOTKHU MEPCOHATBHBIX JAHHBIX WM B TIOMEIIEHUSX, B KOTOPBIX YCTaHOBJIEHBI HH()OPMAIMOHHBIE CHUCTE-
MBI [IEPCOHAJIBHBIX JJAHHBIX.

JlocTynl B ONEpPalMOHHYIO CpeAy KOMNbIOTepa (MH(POPMALMOHHOW CHCTEMBI IEpPCo-
HAJIbHBIX JAHHBIX) — MOTy4eHHE BO3MOXKHOCTH 3aITyCKa Ha BBINOJHEHHE LITAaTHBIX KOMaH/, (PYHKIIHHA,
HPOLIETYp ONEPALMOHHON CHCTeMBbI (YHHMUTOXKEHHS, KOIMPOBAHMUS, MEPEMEILEHUS U T.II.), UCHIOIHAEMBIX

(haityIoB MPUKIIAAHBIX IPOrPAMM.



JlocTyn Kk HHGOPMAIMU — BO3MOXXHOCTb IOTy4eHHUsI THOOPMALMH U €€ UCTIONIb30BaHHUS.

3aky1a104HOe YCTPOHCTBO — JIEMEHT CpeZicTBa CheMa MH(POPMALMH, CKPBITHO BHEPSIEMBIH (3a-
KJIaJibIBaEMbIi MM BHOCHMBII) B MECTa BO3MOYKHOTO CheMa MH(OpMALH (B TOM YHCIIE B OrPak/IeHHE, KOH-
CTPYKILMIO, 000pYyI0BaHHUE, IPEIMETbl HHTEPhEPA, TPAHCIIOPTHBIE CPEICTBA, A TAKKE B TEXHUYECKHE CPEl-
CTBa U CHCTEMBI 00pabOTKH HHPOPMALINN).

3ammuaemass uHpopManus — nHGOPMAIS, SBISIOMIASACS TPEAMETOM COOCTBEHHOCTH U TIOJI-
JIeXallas 3al|Te B COOTBETCTBUM C TPEOOBAHHMAMHU IIPABOBBIX JIOKYMEHTOB WM TPEOOBAHHSAMY, YCTaHABIIU-
BacMbIMH COOCTBEHHUKOM HUH(DOPMAITHH.

NnenTudukanus — npucBOCHHUE CYOBEKTaM M OOBEKTaM JIOCTyNa HICHTU(UKaTtopa U (M)
CpaBHEHHE NMPEABSBIISIEMOr0 HICHTH(HKATOpA C IIEPEUYHEM MPHUCBOSCHHBIX UACHTU(PHKATOPOB.

HNudopMaTHBHBIH CHTHAJ — 3JIEKTPUYECKHE CUTHAIbI, aKyCTUYECKHE, SJIEKTPOMAarHUTHBIC U
Jpyrue pU3MUecKue Mo, Mo mnapameTpam KOTOPbIX MOJKET ObITh pacKpbiTa KOH(UACHIMaTbHAsT MHPOpMa-
115 (TIepCOHATTbHBIE JaHHbIE) 00padaThiBacMasi B MH(OPMAIIMOHHOM CHCTEME IEPCOHATBHBIX TAHHBIX.

HNudopmaunuonnas cucrema nepcoHaabHbIX JaHHbIX (MCIIAn) — nHpOpManmonHas cu-
cTeMa, IpeJCTaBIsAoNIasi co00W COBOKYIHOCTh MEPCOHAIBHBIX JaHHbBIX, COJAEpKalluxcs B Oaze
JAHHBIX, a TaKKe MH(POPMALMOHHBIX TEXHOJOTMH U TEXHHYECKHUX CPEACTB, MO3BOJSAIOIIUX OCY-
HIECTBIIATH 00Pa0OTKY TAaKWX MEPCOHAIBHBIX JAHHBIX C WCIOJIH30BAHUEM CPEIICTB aBTOMATHU3ALUU
i 06€3 NCIOIb30BAHNUS TAKHX CPEICTB.

HNudopmannoHHbIe TEXHOJIOTHH — IPOLIECCHI, METO/IBI TTOMCKA, cOOpa, XpaHeHus, 00paboTKH,
NPEIOCTABIICHHS, PaCTIPOCTPaHeH sl HH(OPMAIIMK U CIOCOOBI OCYIIECTBIEHUS! TAKUX MPOLECCOB U Me-
TOJIOB.

Hcnonb3oBaHue nepcoHAJbHBIX JaHHBIX — JACHCTBUS (ONEpallii) ¢ IEPCOHATIbHBIMU J1aH-
HBIMH, COBEPILIAEMbIE ONIEPATOPOM B LIEJSAX IMPUHATHUS PELICHUH WIN COBEPILEHUS MHBIX JEHCTBUH,
MOPOXKIAIOUINX OPUINYECKHUE MOCIEACTBUS B OTHOIIEHUH CYyObEKTa NMEePCOHAIbHBIX JAHHBIX HIIU
Opyrux Jul au00 MHBIM 00pa3oM 3aTparuBarolIMX IpaBa U CBOOOJBI CYObEKTa MEPCOHATBHBIX
JAHHBIX WU APYTUX JIHILL.

Hcrounuk yrpo3nl 6e3onacHocTH HH(POPMALUU — CYOBEKT JIOCTYIA, MaTepUAIbHBINA 00BEKT
WM (PU3UYECKOE SIBTICHHE, SBTISIOIIMECS IPUUUHON BOSHUKHOBEHHSI YTPO3bl 0€3011acCHOCTH MH(OPMAIIIH.

KonTposmpyemasi 30Ha — [POCTPaHCTBO (TEPPUTOPHS, 31aHHE, YACTh 3/1aHHs, IOMELIEHNE), B KO-
TOPOM HCKJIFOYEHO HEKOHTPOIHMpPYEMOe MpeObIBaHNE TOCTOPOHHUX JIMII, a TAKXKE TPAHCTIOPTHBIX, TEXHUYE-
CKMX 1 MHBIX MaTepUaIbHBIX CPE/CTB.

KoHpuaeHIMaJIbHOCTh MEPCOHATBHBIX JAHHBIX — 00s3aTeNbHOE Il COONIOICHNUSI OIepaTo-
POM WJTM MHBIM TIOJTYYUBIIMM JIOCTYI K IEPCOHANIBHBIM JTAHHBIM JIMIIOM TpeOOBaHKE HE JOIMYCKaTh UX pac-
NpocTpaHeHue 0e3 corsacus CyObeKTa NePCOHATBHBIX JAHHBIX WM HATMYXS MTHOTO 3aKOHHOT'O OCHOBAHHUSL.

Me:xceTeBoil IKpaH — JOKAIbHOE (OJHOKOMITOHEHTHOE) W (DYHKITMOHAITLHO-PACTIPEACIICHHOES

MpOrpaMMHOE (IIPOrpaMMHO-AITIAPATHOE) CPEICTBO (KOMILIEKC), peali3yrolee KOHTPOIb 3a MH(OpMaIHe,



TMIOCTYTIAFOIIEH B HHPOPMAIMOHHYIO CUCTEMY TIEPCOHATBHBIX TAHHBIX U (WITH) BEIXOAIICH 13 nHpopMary-
OHHOU CHCTEMBI.

Hapymureab 0€30MaCHOCTH NMEPCOHAJBHBIX AAHHBIX — (U3MUYECKOE JIMIIO, CIy4aiHO WM
NpETHAMEPEHHO COBEPILAOIIEE ACHCTBUS, CIIEICTBUEM KOTOPBIX SIBJISETCS HApYILIEHHE Oe30MacHOCTH Mepco-
HATBHBIX JIAHHBIX TIPH MX 00pabOTKe TEXHHMYECKUMHU CPECTBAMH B MH(OPMAIMOHHBIX CHCTEMax Mepco-
HAJIbHBIX IAHHBIX.

HeaBToMaTu3npoBanHasi 00padoTKa NMepcoHAJbHBIX JaHHBIX — 00pabOTKa NepCcoHAalb-
HBIX JAHHBIX, COJEPKAIIMXCA B MHGOPMAIMOHHON CHUCTEME MEPCOHAIBHBIX JaHHBIX JUOO H3BIIeE-
YCHHBIX M3 TAKOH CUCTEMBI, CYMTACTCSl OCYIIECTBICHHON 0€3 MCIOJIb30BaHUS CPEACTB aBTOMATH3a-
MU (HEaBTOMATU3UPOBAHHOM), €CJIM TaKhe JEHCTBUS C MEPCOHATBHBIMHU JAHHBIMH, KaK UCIOJIb30-
BaHME, YTOUHEHHE, pACIIPOCTPAHEHHUE, YHUUTOKEHUE MIEPCOHAIBHBIX JAHHBIX B OTHOLIEHUH KaX0-
ro U3 CyObEKTOB MEPCOHANBHBIX JAHHBIX, OCYIIECTBISIOTCS MPU HEMOCPEICTBEHHOM YYacTHU 4e-
JIOBEKA.

HenexnapupoBanHble BO3MOKHOCTH — (DYHKIIMOHATLHBIC BO3SMOXXHOCTH CPCICTB BBIYHCIHU-
TEbHOM TEXHUKH, HE ONMCAHHBIEC WA HE COOTBETCTBYIOLIME ONMCAHHBIM B JIOKYMEHTALMH, IIPH UCIIOJIb30-
BaHUH KOTOPBIX BO3MOXKHO HapyIlIeHHe KOH(GHUICHIIMATBHOCTH, TOCTYITHOCTH WITH IIEJIOCTHOCTH 00pabarhi-
BaeMoii HH(pOpMAITIH.

HecaHKIIMOHUPOBAHHBIH J0CTYNl (HECAHKIIMOHMPOBAHHBbIEC IeCTBUA)— JIOCTYN K WH-
dopmarmu wm fercTBrs ¢ MHGOpMAIHeid, HapyIIaolye MpaBuiia pa3rpaHuiIeHus! TOCTyIa ¢ UCTIONb30Ba-
HHEM IITaTHBIX CPEJICTB, MPEIOCTABIAEMbIX HH(POPMAIIMOHHBIMUA CUCTEMAMHU MTEPCOHATBHBIX TAHHBIX.

Hocurens nagopmanum — Qrsndeckoe JMIO0 WM MaTepUaTbHBIA OOBEKT, B TOM YHCIIe (Hr3rYe-
CKO€ TI0JTe, B KOTOPOM MH(OpMAIIUs HAXOIUT CBOE OTPAKEHUE B BU/IE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHU-
YeCKUX PEIICHHUI U MPOLIECCOB, KOMMYECTBEHHBIX XapaKTePUCTUK (PU3NIECKUX BETHYHH.

O0e31MYUBaHue MEPCOHATBHBIX JAHHBIX — JIEUCTBUS, B PE3YJIbTATE KOTOPBIX HEBO3MOXK-
HO OMPENEIUTh MPUHAICHKHOCTh IEPCOHATBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX
JTAHHBIX.

O0paGoTka MepCcOHAJBHBIX JTAHHBIX — JEHCTBHA (OIEpalliK) C MEPCOHATFHBIMU JTAHHBIMH,
BKITIOUAst cOOp, CHCTEMAaTH3alNI0, HAKOIUICHHE, XpaHeHHe, YTOUYHEeHHE (OOHOBJIEHHE, U3MEHEHHE), UCTIONb-
30BaHKE, PACIPOCTPaHEHUE (B TOM YHCIIE Tiepeaady), 00e3TMIMBaHue, OJIOKUPOBAHUE, YHUUTOXKECHHUE TIeP-
COHAJTLHBIX JAHHBIX.

OOuienocTynHble MepCcoOHANBbHbIE JaHHbIE — IEPCOHAIBHBIE JAHHBIE, TOCTYN HEOrpaHU-
YEHHOT'O Kpyra JIMI K KOTOPBIM MPEAOCTaBJICH C COracus CyObeKTa MepCoOHATbHBIX TaHHBIX WM Ha
KOTOpPBIE B COOTBETCTBUU C (pefiepaTbHBIMU 3aKOHAMHU HE PACIPOCTpaHSIETCs TpeOoBaHHE COOIIO-
JIeHUS KOHPUACHITHATHHOCTH.

Omnepartop (MepCOHANBHBIX JaHHBIX) — TOCY/IapPCTBEHHBIN OPraH, MyHUIIMIIAIBHBIA OPTaH,

HOPUINYICCKOC U (I)I/I3I/I‘-IGCKOC JIMIO0, CaMOCTOSTCIIBHO UJIM COBMCCTHO C APYIUMHU JIMDaAMU Opra-



HU3YIOIIME W (WIM) OCYIIECTBISIONINE 00pabOTKY MEepPCOHANBHBIX JAaHHBIX, & TAKKE OINpPEAeTsIo-
npe menu 00paboTKU MePCOHANBHBIX JTaHHBIX, COCTAB MEPCOHATBHBIX JAHHBIX, MOAJICKAIINX 00pa-
00TKe, AeiicTBUs (Omepaluu), COBEpIIaeMble C EPCOHATBHBIMU JaHHBIMU.

Texnuueckue cpeacTBa HHPOPMALMOHHON CUCTEMbI NEPCOHATbHBIX JAHHBIX — CPEJICTBA
BBIUHCIIUTEIBHON TEXHHUKH, HH(POPMALIOHHO-BEIYUCIUTEIbHBIE KOMIUIEKCHI U CETH, CPEICTBA M CHCTEMBI
niepeqaun, nprema u oopadorku I1/Tx (cpencTBa v cucTEMbI 3ByKO3aIKCH, 3BYKOYCHIICHHSL, 3BYKOBOCTIPOH3-
BEJICHUS, TIEPETOBOPHBIE U TEJIEBU3HOHHBIE YCTPOMCTBA, CPEACTBA M3TOTOBJICHHUS, TUPAKUPOBAHUS JIOKY-
MEHTOB M JPYTHe TEXHMUECKHE CPEICTBA 00PAOOTKU peUueBOM, TpaduecKoi, BHICO- M OYKBEHHO-ITU(POBOM
uH(pOpPMALH ), TIPOrPAMMHBIE CPEJICTBA (OIepaIMOHHBIE CUCTEMBI, CHCTEMBI YIIPABJICHUS 0a3aMU TaHHBIX U
T.I1.), CPEJICTBA 3AIMTHI MHPOPMALMH, IPUMEHSIEMbIC B MHPOPMAIMOHHBIX CUCTEMAX.

IlepexBaT (MHoOpMaLMK) — HETIPABOMEPHOE TMOJIy4eHHE HHPOPMAIIUHN C HUCTOIb30BAHUEM
TEXHUUYECKOTO CPECTBA, OCYILECTBISIONIEr0 OOHApYKEHUE, IPUEM U 00paboTKy MH(GOPMATUBHBIX
CUTHAJIOB.

IlepconanbHble AaHHBIE — J00as WHGOpPMAIKs, OTHOCAMIASCS K NPSIMO WU KOCBEHHO
OTIPENICTICHHOMY HJIU OmpeensieMoMy pu3nueckomy JIUIy (CyObeKTy MepCOHANBHBIX IaHHBIX), B TOM
qrcie ero (haMuus, UMsi, OTYECTBO, T'OJl, MECHI], AaTa U MECTO POXKIEHUs, aApec, CEMEitHOe, COlIu-
IbHOE, UMYIIECTBEHHOE TTOJIOKEHUE, 00pa3oBaHue, mpodeccus, T0X0Abl, Apyrast UH(HOPMAIHSL.

ITo6o4YHbIE ITeKTPOMATHUTHBIE U3JIYYeHHS] H HABOJAKH — DJICKTPOMArHUTHBIC H3JTy4CHUS
TEXHUYECKUX CPEJICTB 00pabOTKU 3aluiaeMoil nHGOpMaIuK, BOZHUKAIOIINE KaK MOOOYHOE sIBIie-
HUE U BbI3BaHHBIC DJIEKTPUUECKUMU CUTHAJIAMH, ACHCTBYIOUIUMH B WX DJEKTPUUYECKUX U MArHHT-
HBIX IETSX, 8 TAKXKE DJIEKTPOMArHUTHBIC HABOJIKH dTUX CUTHAJIOB HAa TOKOIPOBOSINNE JIMHAN, KOH-
CTPYKITUU | 1S MTHTAHUS.

IMoanTHKAa «YUCTOrO CTOJIA» — KOMILJIEKC OPTaHU3AIIMOHHBIX MEPONPUATHI, KOHTPOIUPY-
IOIUX OTCYTCTBHUE 3aMUCHIBAHUS Ha OyMa)KHbIe HOCUTEIH KJII0Uel U aTpuOyTOB JA0CTyMa (TIaposieit)
Y XpaHEeHUs UX BOJIM3H 0OBEKTOB JAOCTYIIA.

IMoan3oBaTesib HHPOPMANMOHHON CHCTEMBI MEPCOHATBHBIX JAHHBIX — JIUIIO, YIaCTBY-
folee B (PyHKIIMOHUPOBAHUU HWH(OPMAITMOHHON CHCTEMBI TIEPCOHATBHBIX JAHHBIX WM HCIONb3Y-
IOIIEe PE3YNbTaThI ee (HYHKIIMOHUPOBAHHUS.

IIpaBuia pasrpaHuveHusi J0CTYNa — COBOKYITHOCTh MPaBUJI, PETIIAMEHTHPYIONINX MpaBa
JIOCTYTIa CYOBEKTOB JIOCTyTMa K 00beKTaM JI0CTyTIA.

IIporpamMmmHuas 3aKjaaKa — KOJ MPOrpamMMbl, IPEAHAMEPEHHO BHECEHHBI B MPOTPaMMy C
[ENbI0 OCYIIECTBUTHh YTEUKY, U3MEHUTh, OJOKHPOBATh, YHHUTOKUTh WH(OPMALIUIO WM YHHUTO-
XKHUTh U MOAU(PHUIIMPOBATH TPOrPaMMHOE oOecrieueHre HHPOPMAITMOHHON CUCTEMBI ITePCOHATBHBIX

JaHHBIX U (WIKM) OJIOKUPOBATh anmnapaTHbIE CPEJICTBA.



IIporpaMmmHoe (IPpOrpaMMHO-MaTeMaTHYeCKOe) BO3AeHCTBHE — HECAHKIIMOHUPOBAHHOE
BO3/ICHCTBUE HA PECypchbl aBTOMAaTU3WPOBAHHOM MH()OPMAIIMOHHON CHCTEMBI, OCYIECTBISIEMOE C
UCIOJIb30BaHUEM BPEIOHOCHBIX POTrPaMM.

PackpbiTHe NEepCOHANBHBIX JAHHBIX — YMBIIUICHHOE WIH CIy4aliHOEe HapylleHre KOHpU-
JICHIIUATBHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHHe NMepPCOHAJBHBIX TAHHBIX — JICHCTBUS, HAIpPaBICHHBIE HA PACKPHITUE
MEPCOHAIBHBIX JIAHHBIX OMPEAeIEHHOMY JIMILY UJIU ONpeAeIEHHOMY KPYTy JIUI, B TOM 4ucie oOHa-
pOJIoBaHME MEPCOHABHBIX JaHHBIX B CPEICTBAX MaccoBOoM mHdopmanuu, pazMenieHue B UH)op-
MallMOHHO-TEJICKOMMYHUKAIIMOHHBIX CETSIX WM MPEAOCTABICHUE JOCTyNa K MEPCOHAIBHBIM JIaH-
HBIM KaKUM-JIN0O UHBIM CIIOCOOOM.

Pecypc un(opManmoHHOH cHCTEeMBbI — UIMEHOBAHHBIN 3JIEMEHT CHCTEMHOIO, MPUKIAIHOTO
WM almnapaTHoro odecrneueHus: GyHKIIMOHUPOBAHUS HH()OPMALIMOHHOM CUCTEMBL.

CrnenuajibHble KATETOPUHU MEPCOHATBHBIX JAHHBIX — MIEPCOHATBLHBIC JaHHBIC, KACAIOIIH-
€csl pacoBOM, HAITMOHAIBHON MPUHAIUIC)KHOCTH, TTOJIUTUUECKUX B3IJISIIOB, PETUTHO3HBIX WIH (UIIO-
copckux yOKICHHI, COCTOSHUS 3J0OPOBbSI 1 MHTUMHOM KU3HU CyOBEKTa MePCOHANBHBIX JAHHBIX.

CpencrBa BbIYMCIUTEIbHONH TE€XHHMKHM — COBOKYITHOCTH MPOTPAMMHBIX U TEXHHYECKUX 3JIe-
MEHTOB CHCTEM OOPaOOTKH JAHHBIX, CIIOCOOHBIX (DYHKIIMOHHUPOBATH CAMOCTOSTEIBHO WIIM B COCTaBe
JIPYTHX CHCTEM.

Cy0bekT mocryna (cy0beKT)— JMIO WM IMPOLECC, ICHCTBUS KOTOPOrO PErIaMEHTHPYIOTCS
MpaBUJIaMU pa3TpaHUYEHUs JOCTYIIA.

Texnuveckuii KaHaJ yredku HHGpoOpPMaNUM — COBOKYTHOCTh HOCUTENS MH(OpMaIu (Cpe-
CTBa 00pPabOTKM), (PU3MUECKOM CPe/Ibl pacIIpOCTpaHeH!sT MH(POPMATHBHOTO CUTHAJIA M CPEJICTB, KOTOPHIMHU
JOOBbIBaeTCsI 3alpiaemMas HHpopMaIus.

TpancrpannyHasi nepeaya nepcoHAIbHBIX JaHHBIX — Tepeada MepCOHATbHBIX JaHHBIX
onepatopoMm uyepe3 ['ocymapcTtBeHHyro rpanuny Poccuiickoit ®denepanuu opraHy BJIACTH HHO-
CTPaHHOTO TOCYIapCTBa, (GU3UIECKOMY UITH IOPUIUIECKOMY JIUITY HHOCTPAHHOTO TOCY/IapCTBa.

Yrpo3bl 6e30MacHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBUHM U (haKTOPOB, CO-
3[IAIOLIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHMCJIE€ CITy4alHOTO, JOCTYyIa K NMEPCOHAILHBIM JIaH-
HBIM, PE3YJILTaTOM KOTOPOTO MOXKET CTaTh YHUYTOKEHHE, I3MEHEHHE, OJIOKUPOBaHHE, KOMMUPOBAHKE, Pac-
MIPOCTPAHEHHUE MEPCOHATBHBIX JIAHHBIX,  TAKOKE MHBIX HECAHKITMOHUPOBAHHBIX JCHCTBHI IPU UX 00PadbOTKE
B MH(POPMAITMOHHOM CHCTEME MTEPCOHAITBHBIX ITAHHBIX.

YHUUTOXKEHNEe MePCOHATbHBIX JAHHBIX — JICUCTBUSA, B PE3yNbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOKHBIM BOCCTAaHOBHUTH COJIEP)KAHHE MEPCOHAIBHBIX JTaHHBIX B WH()DOPMAIMOHHOW CHCTEME
MIEPCOHANIBHBIX JAHHBIX U (WJIM) B pe3ybTaTe KOTOPHIX YHHUTOXKAIOTCS MaTepUaIbHbIE HOCHUTEIN

NEPCOHATIBHBIX TaHHBIX.



Yreuka (3amuiaemMoii) nHGoOpMaUM MO0 TEXHUYECKHUM KaHAJIaM — HEKOHTPOJIMPYEMOE
pacnpocTpaHeHre HHPOPMALIK OT HOCUTEIS 3allUIaeMoi HH(POpMALIIK Yepe3 (PH3UUECKYIO CpeLy JI0 TeX-
HUYECKOTO CPEJICTBA, OCYIIECTBIIIOLIETO epexBaT HH(POpMAaIIUH.

Ysa3BuMocTb — €1a00CTh B CPE/ICTBAX 3aIIUTHI, KOTOPYIO MOYKHO HCIIOJB30BaTh VIS HAPYILICHUS
CHCTEMBI WJIM CoJIep Kallieiicsl B Heil nH(popMarmm.

HenocTHOCTH HH(POPMAIIUH — CITOCOOHOCTH CPE/ICTBA BHIYUCIIUTEIILHON TEXHUKH WJIA aBTOMa-
TH3UPOBAHHOM CHCTEMBI 00€CTIeUNBaTh HEM3MEHHOCTh MH(OPMAIMU B YCIIOBUSIX CIy4allHOTO W/HWITH Mpea-

HAMEPEHHOT'0 UCKaKEeHUs (pa3pyLleHus).



OBO3HAYEHUSA U COKPALLIEHUSA
ABC — aHTUBUpYCHBIE CPEACTBA
APM — aBTOMaTH3MpOBaHHOE pabouee MeCTo
BTCC — BcnomoraresbHble TEXHUYECKHE CPECTBA U CUCTEMBI
NCTI/1a — nadopmaImoHHas CHCTeMa IEPCOHATBHBIX TAHHBIX
K3 — konTponmpyemas 30Ha
JIBC — nokasbHast BBIMMCIUTENbHAS CETh
MD — MexceTeBoi IKpaH
HC/] — HecaHKIIMOHMPOBaHHBIN JOCTYII
OC — omnepalmoHHas cuCTeMa
[T/11 — mepcoHaNbHbIE JaHHBIE
IIMB — nporpaMMHO-MaTeMaTU4eCKOE BO3ICHCTBUE
1O — mporpammHOe obecrieueHne
[IOMUH — noGo4HbIe AMEKTPOMArHUTHBIE U3ITyYEHUsI 1 HABOIKU
CA3 — cucrema aHann3a 3alUIIEHHOCTH
C3U — cpencrBa 3anuThl HHGOPMAITIH
C3IIdu — cuctema (nojcucremMa) 3aluThl IEPCOHANBHBIX JaHHBIX
COB - cucrema oOHapyXeHHS BTOP>KEHUN
TKYU — Texnudeckre KaHATbI yTEUKH HHDOPMAIN

VBI1IH — yrpo3b! 6e30MacHOCTH IEPCOHATBHBIX TAHHBIX



BBEJIEHUE

HeoOxonumocts pa3zpabotku Konuenuuu oOycioBieHa COONIOACHHEM ACUCTBYIOIIMX B
Poccun 3akoHOAATENBHBIX U HOPMATHUBHBIX JTOKYMEHTOB MO OOECHEYEHHI0 Oe30MacHOCTH IMepCo-
HaabHBIX JaHHBIX (I11H).

Hacrosimas Konnenuus onpeaesnsier OCHOBHBIC LGN U 3a]1a4H, a TAK)XKe OOLIYI0 CTPATETUI0
MOCTPOEHHUS CUCTEeMBI 3amuThl nepcoHanbHbIX HaHHbIX (C3I11H) 'KVY3 «lllankas nmcuxuarpude-
ckast bonpHuIay (nanee - bonpHuna). KoHenmus onpeenser OCHOBHbIE TpeOOBaHUS U 0a30BbIC
MOJIXOJIBI K X peau3aliu, sl JOCTHKEHUS TpeOyeMOoro ypoBHs 0€30MacHOCTH HH(POpMAIUH.

Konnenmus pa3paboraHa B COOTBETCTBHHM C CHUCTEMHBIM IMOJIXOJIOM K OOECIICYCHHIO WH-
dbopmarmonnoit 6e3onacHoctu. CUCTEMHBIN MOJXOA MpearnoiaraeT MpoBeeHNEe KOMILJIEKCAa MEepOo-
MNPUSTHIA, BKIIOYAIOIIUX UCCIEeI0BaHUE YTpo3 HH(OOPMALIMOHHON 06€301acHOCTH U pa3paboTKy CH-
creMbl 3amuThl [1JIH, ¢ TO3UIIUKU KOMIUJIEKCHOTO MPUMEHEHHUS! TEXHUYECKUX U OpraHU3allMOHHBIX
MEp U CPEJICTB 3aIUTHI.

[Ton undopmanmonnoit 6e3omnacHoctbio [1/lH moHHMaeTCs 3alUMIIIEHHOCTh MEPCOHATBHBIX
JTaHHBIX W oOpabaTbpiBarollell WX WHOPACTPYKTYpe OT JIOOBIX CIIy4alHBIX HIIM 3JI0HAMEPEHHBIX
BO3JICHCTBUI, PE3yJIbTATOM KOTOPBIX MOXKET SIBUTHCSI HAHECEHHE yiepOa camoil mHpopmammu, ee
Bragenbiam (cyobpektam I1/1H) wim uHpacTpykType. 3amaun nHGOPMAIMOHHONW O€30MacHOCTH
CBOJATCA K MUHHUMU3ALUU yIIepOa OT BO3MOXHOW peanu3aiuu yrpo3 6ezonacHoctu [1/1H, a Takxke
K POTHO3UPOBAHUIO U MPEJOTBPAILICHUIO TAKUX BO3/ICHCTBHII.

KoHuenus ciy>kxut OCHOBOM JyIsl pa3pabOTKH KOMILJIEKCA OPTraHU3AIlMOHHBIX U TEXHHUYE-
CKHX Mep 1o olecreueHno nHpopmamoHHo 6e3omacHocTH BoMbHUIIBI, @ TaK)Ke HOPMATUBHBIX U
METOJUYECKHX TOKYMEHTOB, OOECIEUMBAIONINX €€ pealM3alliio, U He MpenoyiaraeT IMOJAMEHbI
GbyHKIMI rocynapcTBEHHBIX opraHoB BinacTu Poccuiickoii denepanuu, 0OTBEYAIOMINX 3a odecreye-
HUEe 0€30MacHOCTH HH(GOPMAIIMOHHBIX TEXHOJIOTHH U 3aIUTy WH()OpMaIUH.

KoHuennug saBisieTcsd METOI0JIOTMYECKOM OCHOBOM JIS:

- (opMuUpOBaHUS U MPOBEACHUS €IMHON MOJUTUKHU B 00J1acTU obecrieueHusi 0€30MacHOCTH

IT1n B UCITIH bonbHuIsI,

- IPUHATHUS YIPABJIEHYECKUX PELIeHUN U pa3pabOTKU MPaKTUUYECKUX MEp MO BOIUIOIIECHHUIO
nonuTuku Oe3omacHoctd IIJ[H M BBIPAOOTKM KOMIUIEKCA COTJIACOBAHHBIX Mep HOPMaTHBHO-
[IPaBOBOT'0, TEXHOJIOTMYECKOT0 U OPraHU3ALMOHHO-TEXHUYECKOIO XapaKTepa, HaIllpaBICHHBIX Ha

BBISABJICHUC, OTPAKCHUC U IMKBUAALIUTO MOCJIEICTBUI pcajii3alinii pa3jInIHbIX BUIOB YI'PO3 HI[H,

- KOOpAMHALIUU JEATEIBHOCTH CTPYKTYPHBIX NOJApa3fesieHnii boabHUIBI IPU IPOBEACHUH
pabot no passurtuto u skcruryaranuu UCII/IH ¢ cobmronenuem TpeboBanuii obecneueHus 6e3omnac-

Hoctu [1/1H;



- pa3paboTKH MPEeII0KEHUI [0 COBEPIICHCTBOBAHUIO MPABOBOT0, HOPMAaTUBHOTO, METOIU-
YeCKOro, TEXHUYECKOTo U opraHu3anuoHHoro obecreuenust 6e3omacuoctu [1J{n B UCII[u boinb-
HULIBI.

Ob6unacte npumenenus: Konneniuu pacnpoctpaHsieTcsi Ha Bce OTIeleHUs BonbHUIIBI, KC-
IUTyaTUpYyIOUIUMe TeXxHu4Yeckue u nporpammuslie cpeactsa MCII/IH, B KOTOPBIX OCYyIIECTBIIAETCS aB-
TOMaTu3upoBaHHas oOpadoTka [1/1H, a Takke Ha Moapas3AeIeHUs, OCYIIECTBISIONINE COMPOBOXKIE-
HUe, 00CIIy’)KMBaHHUe U o0ecriedeHrne HopMaibHoro GpyHkimonupoBanust UCI1/IH.

[TpaBoBoit 6a30i mis pa3paboTku HacTosmer KoHmenmuu ciryxat TpeOoBaHUs JEHCTBYIO-
nmx B Poccun 3akOHOMATENbHBIX U HOPMATHBHBIX JIOKYMEHTOB MO 00ECHEYeHHI0 0€30MacHOCTH

nepcoHanbHBIX HaHHBIX ([1/]H).



1 O0mme 1moJ10KeHU st

Hacrosamas Konuenmus onpezenser OCHOBHbBIE LENU U 337a4H, a TaK:Ke OOILIYI0 CTPATETHIO
MOCTPOEHHUS CUCTEMBI 3aIIUThI epcoHabHBIX AaHHBIX (C3I1/{H) bonsHuipl, B coorBeTcTBUH C [le-
peudem [1JIn, nomnexamux 3amure B UCII/] bonsaunel. Konuenuus onpesenser OCHOBHBIE Tpe-
OoBaHMs U 0a30BbIe TOJAXO/AbI K UX pPEeaTH3alMH, I JOCTHKEHUS TpeOyeMoro ypoBHs 6e301macHo-
cTH uH(pOpMaITUH.

C3I1/In npencrapisger co60i COBOKYITHOCTh OPTraHU3AIIMOHHBIX U TEXHUYECKUX MEPOIPHSI-
TAW A1 3amuTel [T/[H OT HEMpaBOMEPHOro MM CIy4alHOIO JAOCTYyNa K HUM, YHUYTOXCHUS, U3ME-
HEHUs, OJOKHpOBaHWs, KOMUPOBaHUs, pacnpocTpaneHus II/[H, a Takke MHBIX HEMPABOMEPHBIX
JIEUCTBUI C HUMH.

be3onacHOCTh MEpCOHANBHBIX JAHHBIX JOCTUIAETCS IMYTEM HCKIIOUEHHS] HECAHKLIMOHUPO-
BaHHOT'0, B TOM 4YHCJIE€ CIIy4alHOTO, OCTyIa K MEPCOHAJIbHBIM JaHHBIM, PE3YyJIbTaTOM KOTOPOIO
MOYET CTaTh YHHYTOKEHUE, M3MEHEHUE, OJIOKMPOBaHME, KOMMPOBAHNUE, PACIPOCTPAHEHUE TIEPCO-
HaJbHBIX JAHHBIX, & TAKKE UHBIX HECAHKIIMOHUPOBAHHBIX JI€UCTBUII.

Crtpyktypa, coctaB u ocHOBHBIe (yHKiuu C3I1/IH ompenenstoTcs UCXOAs U3 YPOBHA 3a-
mmerHoctu UCITIn. C3I1IH BKiIrOYaeT opraHU3alliOHHBIE MEPhl U TEXHUYECKHUE CPEJICTBA 3a-
mmTel HHGoOpManuu (B TOM uucie mu(pOBabHBIC (KPHUNTOTPapUUECKHE) CPEICTBA, CPEICTBA
MPEIOTBPAICHHS] HECAHKIIMOHUPOBAHHOTO JOCTYIA, YTeUKU MHPOPMAIUU MO TEXHUYECKUM KaHa-
JaM, MPOTrPaMMHO-TEXHUYECKUX BO3JIEHCTBUI Ha TeXHUUECKHe cpencTBa oopabotku [1/1H), a Takxke
UCIIOJIb3yeMble B HH(POPMAITMOHHON cUCcTeMe MH(DOPMAIMOHHBIE TEXHOJIOTHH.

DTH MepbI IPU3BAHBI 00ECTICYUTH:

- KOH(UAEeHINATBHOCTh MHPOpMAIUH (3allUTa OT HECAHKIIMOHHUPOBAHHOIO O3HAKOMJIE-
HUA);

- LeJOCTHOCTh MH(OpMaMU (aKTyaJJbHOCTh U HEMPOTHUBOPEUUBOCTh MH(pOpMaIUH, €€ 3a-

MMUIIEHHOCTD OT pa3pyICHUA U HCCAHKIMOHUPOBAHHOT'O I/I3M€H€HI/I$I);

- IOCTYNHOCTH HH(OpMALUU (BO3MOXKHOCTH 33 MIPUEMIIEMOE BpPEMsI MOIYYUTh TPeOyeMyro
WH()OPMAIMOHHYIO YCITYTY).

Crannu co3ganns C3I1/IH BKIIFOYAIOT:

- TIpEeANpPOEKTHAs CTaaus, BKItouaromas npeamnpoektHoe obcnegoanue MCII/IH, paspa-
60TKy TexHH4ecKOro 3a/laHHsI Ha ee CO3/1aHue;

- CTaJaus MPOEKTUPOBAHUS DCKU3HBIN NpoekT u peanusaunn MCII/H, Bkmroyaromas pa3pa-

6otky C3I1/In B cocraBe UCII/H;



- cranus BBoja B neiictBue C3I1/IH, BKiItOUaromas OnbITHYIO SKCIUTyaTalyio U MpUeMocaa-
TOYHBIE UCTIBITAHUS CPEACTB 3alUTH HHPOpMaIuK, a Takxke orleHKy coorBercTBust UCIIIH Tpebo-

BaHUsIM 0€30MaCHOCTH HH(DOPMAIIHH.

OpraHu3allMOHHbIE MEpbl MPEIyCMaTPUBAIOT CO3JAHHME M MOJJAEp)KaHUE IMPABOBOW 0Oa3bl
oe3omacHoctH [1/IH 1 pa3paboTKy (BBeleHUE B ICHCTBHE) MPEIyCMOTPEHHBIX B «OT4eTe 00 o0cie-
noBanuu WCIIIH» B YupexIeHuu cienyrolux OpraHu3alliOHHO-PacIoOpsSAUTENbHBIX JOKYMEH-

TOB:

- IInan meponpusATHii O KOHTpONIt0 M obecnieueHnto 3ammthl [1/{H mpu ux oOpaboTke B

NCIIOx;

- Tlopsinok pesepBupoBaHus U BoccTaHoBIeHUs paborocriocooroctu TC u [10, 6a3 qaHHBIX

u C3U;

= I[OJDKHOCTHaH HHCTPYKIHUA JIMIA, OTBETCTBCHHOI'O 3a OpraHu3anuio O6pa6OTKI/I 1 3allUThI

MEPCOHANBHBIX JaHHBIX oOecneueHus 6e3onacuoctu [1/10 npu ux obpadotke B UCII/IH;

- JloJoKHOCTHASE MHCTPYKITUS JIMIA, OTBETCTBEHHOTO 3a obecrieuenue OezomacHocT [1/1H B

VCTITx;

- JlomxHOCTHast MHCTPYKIMs onepatopa OBM B wactu oOecrnieuenus Oe3omacHoctu [1/1x

npu ux oopadorke B UCII/H;
- MHcTpyKIus Ha ciiydall BOSHUKHOBEHHSI BHEIITATHON CUTYALNH;

- IlonoxxeHue 06 UCMONB30BAaHUM NTPOTPAMMHOI0 OOECIIEUEHUS TI0JIb30BaTEIIMU
TexHuueckue Mephl 3alUThl PEATU3YIOTCS MPU MOMOIIHM COOTBETCTBYIOIIMX MPOTPAMMHO-

TEXHUYECKHUX CPEJICTB U METOJOB 3alUTHI.
[TepeueHr HEOOXOUMBIX Mep 3alUThl UHPOpPMALMK onpesensieTcs 1o pesyiabratam OTuera

00 o6cnenoBannu UCIIIn B 'BY3 CK «EcceHnTykckas LieHTpaibHas TOpoicKasi O0JIbHULA.



2 3agaun C3I1/1n
OcHoBHo#t nienpto C3IIJIH sBiIsIeTCSs MHUHUMU3ANKS yiiepOa OT BO3MOXHOH peann3aiuu
yrpo3 6e3onacuoctu [1/1H.
Jlns nocTrkeHHMs OCHOBHOM 11eim cuctema 6e3onacHoct I1/Jn MCIT/{n moipkHa obecnedn-

BaTh 9()(hEeKTUBHOE pPEeUICHHE CIEAYIOMINX 3a/1a4:

- 3aI0UTYy OT BMeIIaTenbCcTBa B mpouecc GpyHkuunonupoBanus VMCII/IH mocTopoHHUX JHIL
(BO3MOXHOCTB Hcnoib3oBaHuss AC 1 JOCTYH K €€ pecypcaM JI0JKHBI UMETh TOJIBKO 3aperucTpUpo-

BAaHHBIC YCTAHOBJIICHHBIM ITIOPAAKOM HOJ'IB3OBaTeJ'II/I);

- pasrpaHUuY€HUE [OCTyNa 3apEerMCTPUPOBAHHBIX II0JIb30BATEIEH K amnmapaTHbIM, IpoO-
rpaMMHBIM U MHGOpMannoHHbIM pecypcam MCII/IH (BO3MOXHOCTB AOCTyIA TOJBKO K T€M pecyp-
caM U BBINOJIHEHUS TOJBKO T€X ONepaluil ¢ HUMH, KOTOpble HEOOXOAMMbBI KOHKPETHBIM 0JIb30Ba-
tessim UCII/IH asist BBINOJIHEHUSI CBOUX CITY’KEOHBIX 00S3aHHOCTEH), TO €CTh 3aIUTY OT HECAHKIIU-
OHHMPOBAHHOI'O AOCTyNa: - K nuHGopMauu, nupkynupyomeid B UCII/IH;

- cpencTtBaM BeuucIUTeNbHON TexHuku MCIIH;
- anmnapaTHbIM, IPOrPaMMHBIM U KPUOTOrpapUUECKUM CpeAcTBaM 3alliu-

ThI, ucnoib3yeMbiM B UCTTH;

- pPETUCTpaLUIO ACHUCTBUN I0Jb30BATENICl NPHU MCIOJIb30BAHUMU 3allMINAEMBIX PECYpPCOB
NCTI/IH B cuCTEMHBIX KypHaJlaX U MEPUOJIUYECKUN KOHTPOJIb KOPPEKTHOCTH JAEMCTBUM MOJB30Ba-

TEIEH CUCTEMBI IMMyTEM aHaJIn3a COACPIKUMOI'O 3TUX KYPHAJIOB,

- KOHTPOJIb IIEJIOCTHOCTH (0OecrieueHre HEM3MEHHOCTH) Cpebl MCIIOIHEHUS IpOorpaMm U

€€ BOCCTAHOBJICHHUC B CJIYUaC HAPYIICHUA,

= 3aIIATY OT HECAHKIIMOHUPOBAHHOW MOIU(HUKAIIMKA U KOHTPOJIb IEJIOCTHOCTH HCIOJIb3ye-
MbIx B MCII/IH nporpaMMHBIX CPEICTB, a TAKXKE 3aIIUTy CUCTEMBI OT BHEJIPEHUSI HECAHKIIMOHUPO-

BAHHBIX IIPOrpaMM;

= 3aluTy HI[H OT YTCUKHU IO TCXHUYCCKUM KaHaJIaM IIpU €€ 06pa60TKe, XpaHCHUH U IICpC-

Ja4dcC 110 KaHaJ1aM CB3U,

- 3amuty [1/1H, Xpanumoi, o6pabaTbiBaeMOil U HepeaaBaeMoil 10 KaHajlaM CBSI3H, OT He-

CAHKIMMOHUPOBAHHOT'O PA3TIaAllICHUSA NI UCKAKCHUS

- obecrieueHue )KUBYUECTH KPUNTOrpauuecKuX CPEeACTB 3alUThl HHPOPMALUU MPU KOM-

IMpoMETalnu 4aCTu KJII0UEBOM CHUCTCMBI,

- CBOEBPEMEHHOE BBISBIIEHUE UCTOYHHKOB yrpo3 Oe3omacHocTH [1J[H, mpUYuH U yCIOBHIA,
CIOCOOCTBYIOIIMX HaHECEHHIO yiepoba cyorekTam [1JIH, co3ganne MexaHu3ma OrnepaTUBHOTO pea-

TUpOBaHUs Ha yrpo3sl 6e3onacHocTy [1J[H 1 HeraTuBHbIE TEHCHIINH;



- CO3JaHWE YCJIOBHUM 1T MUHUMHU3AIMH U JIOKAIU3allUd HAHOCUMOTO yIiepOa HempaBoMe -
HBIMH JICHCTBUSAMU (PU3MUECKUX U IOPUINIESCKUX JIUI], OCIa0JIeHIEe HETATUBHOTO BIIUSIHUS U TUKBU-

JlalMs MociaeAcTBUi HapyeHus: 6ezonacHocTu [1/[H.



3 O0beKTHI 31U ThI
3.1 Ilepeyenb HHGPOPMALMOHHBIX CHCTEM
B BonbHuie npousBogutcs o0paboTka MepcOHAIbHBIX JAaHHBIX B WH(GOPMALMOHHBIX CH-
cremax 006pabotku nepcoHanbHbIX AaHHbIX (MCI1AH).

[Tepeuens UCIT/IH onpenensiercs Ha ocHoBaHuU «OT4uera 00 oocnenoBannu MCIT x».

3.2 IlepeyeHb 00bEKTOB 3aIIUTHI

OO0BeKTaMHu 3aIUThI SBISIFOTCS — HHGopMarus, oopadarsiBaemas B UCII[IH, u TexHUUYECKHE
cpenctBa ee oOpabOoTKu W 3amuThl. [lepeyeHb NEpCOHANBHBIX TaHHBIX, MOAJIEKAIIUX 3aIIUTe,
onpeneneH B [lepeune I[1/In, momnexanux 3ammte B MCIT/IH.

OOBEKTHI 3alUTHI BKIIOYAIOT:

1) O6pabatsiBaemast nHGOpMAITHSL.

2) TexHonoruveckasi HHGpOpMAIIHs.

3) IIporpaMMHO-TEXHUYECKHE CPEICTBA OOPaOOTKH.

4) Cpenctna 3amuthl [1]1H.

5) Kananer nH)OpMAIMOHHOTO 0OMEHA U TeJIEKOMMYyHUKAIIHH.

6) OOBEKTHI U IOMELIEHUS], B KOTOPBIX pa3MmerieHbl komrnoHeHTs! MCIT/IH.



4 Knaccupukauus noan3osaresieit UCII/In
[Tonp3oBarenem UCIIAH sBaseTcss nuio, ydacTByroliee B (YHKIIMOHMPOBAHUU MH(POpMa-
[IMOHHON CHUCTEMbI MEPCOHATIBHBIX JAHHBIX WM HCIOJB3YIOLIEe Pe3yabTaThl ee (PyHKIIMOHUPOBa-
uus. [lone3oBarenem UCII/In sBnsieTcs nro6oi cotpynHuk bombHUIB, uMeronmmii goctyn k MC-
[T/1a u ee pecypcaM B COOTBETCTBUU C YCTAHOBIICHHBIM MOPSIKOM, B COOTBETCTBUU C €r0 (PyHKITH-
OHAJILHBIMH 00SI3aHHOCTSIMHU.

[TonwzoBarenu UCII/IH nenstcst Ha TP OCHOBHBIE KATETOPUU:

1) Anmunuctparop UCIT[H. Cotpynuuky BoabHUIBI, KOTOPBIE 3aHUMAIOTCSI HACTPOUKOMH,
BHEJIPEHUEM U CONPOBOXKIeHUEM cucTeMbl. AnmuHucTpaTtop MCII/IH ob6namaer cienyomuM ypoB-
HEM JIOCTyIa:

- o0najaeT MONHON MHQOpMAaIUei O CHCTEMHOM W NIPUKIAJHOM IPOrPAMMHOM
ob6ecnieuenun UCII/H;
- o0majmaer moiHOW WH(pOpMalUeld O TEXHHUYECKHX CpPEICTBaX U KOHMUTYyparuu

NCIIn;

- IMEET JIOCTYI KO BCEM TEXHHUYECKUM CPEICTBaM 00pabOTKK MH(OpMAIMK U JaH-
ueiM UCT1/IH;

- o0naaeT npaBamMu KOHQHUTYPHUPOBAHUSA U aIMHUHHUCTPATUBHON HACTPONKH TEXHH-
yeckux cpeacts UCII/IH.

2) [Tporpammuct-pazpadborunk MCII[An. CoTpyaHuku BonbHUIEI WM CTOPOHHUX OpraHu-
3aIuii, KOTOphIe 3aHUMAIOTCs pa3paboTkoi mporpamMmHoro obecrneuenus. Paszpaborunk WCII[IH
o0ajaer CleAyIOIMM YPOBHEM JIOCTYyIA:

- obnasaer nHpopmanmenn 06 aIropuTMax U mporpamMmax o0paboTKu MHPOpPMALUU

Ha UCII/IH;

- o0ajaeT BO3MOYKHOCTSIMM BHECEHHS OIIMOOK, HENEKIapUPOBAHHBIX BO3MOXKHO-

CTeH, MpOrpaMMHBIX 3aKJIaJIOK, BPEIOHOCHBIX INpOrpamMM B IMPOTrpaMMHOE OOecreyeHue

NCTI/Ix Ha craguu ee pa3paOOTKu, BHEIPEHUS U COMPOBOXKICHUS;

- MOXKET pacrnojaraTh J00bIMU (pparmeHTamu uHpopmanuu o tornonoruu MCIIIx

U TEXHMYECKHUX cpecTBax 00paboTku u 3amuThl I1/{H, o6padatsiBaembix B MCII/IH.

3) Oneparop UCII[IH. CoTpynHuku noapasaeneHuii boiapHUIBI, y4acTBYIOIINE B IPOLECCE

skcruryaranuu UCIIIn. Oneparop UCII/In o6nanaer cieayonmm ypoBHEM JOCTYIA!

- o0najaeT BceMU HEOOXOAMMBIMHM aTpuOyTaMu (Hampumep, mapojem), obecrneyu-

BAIOIIMMHU JIOCTYIl K HEKOTOPOMY MOIMHOXeCTBY 11/1H;

- pacmoojiaract KOH(l)I/I)IeHHI/IaJ'H)HI)IMI/I JaHHBIMH, K KOTOPBIM UMCEET JOCTYII.



B bonpHune onpenenens! Tpu kateropuu nosszosarene UCIIH: Aamunucrpatopsr MC-
IT1H, Anmunuctparop 6ezonacuoctu, Oneparopsl UCII/IH ¢ mpaBamu 3amnucu.

Ha ocHOBaHuu 3THX KaTeropuii onpenesieHsl npasa goctymna k snementam UCIT/In g Bcex
noJib30Bareneil u orpaxarorca B Matpuue noctyna B [lonoxkeHnun o pa3rpaHu4eHUH MpaB JOCTyMa

K obpabareiBacmbiM [1/1H.



5 OCHOBHBIEC IPUHIUIIBI IOCTPOCHUS CHCTEMbl KOMILIEKCHOM 3alIMThI HHGOPMALUH
[Toctpoenue cuctemsl obecnieuenust 6e3omacaoctu [11n MUCITn bonpauIel 1 ee GyHKIHU-
OHHMPOBAHME JIOJKHBI OCYIIECTBISTHCS B COOTBETCTBUU CO CIEAYIOIIMMU OCHOBHBIMU MPHUHIIUIIA-

MH:
- 3aKOHHOCTBb;
= CHCTEMHOCTb;
= KOMIUIEKCHOCTD;
= HEIIPEPBIBHOCTB;
- CBOEBPEMEHHOCTD;
= MIPEEMCTBEHHOCTb U HEIIPEPBIBHOCTH COBEPILICHCTBOBAHUS,
- MEepCOHAJIbHAsA OTBETCTBEHHOCTD;
= MMHUMM3ALKS TOJITHOMOYHN;
- B3aUMOJICUCTBUE U COTPYIHUYECTBO;
- TUOKOCTb CHCTEMBI 3alllUThI;
= OTKPBITOCTH AJITOPUTMOB U MEXAHU3MOB 3aILUTHI;
= [IPOCTOTA IPUMEHEHUS CPEIACTB 3aLUUTHI;
- Hay4dHas 000CHOBAHHOCTb M TEXHUYECKAasl PeaIn3yeMOCTh;
- crenManu3anus u npoecCuoHaIN3M;

- 0053aTeIbHOCTD KOHTPOJISL.

5.1 3akoHHOCTH
[Ipenmonaraer ocymiecTBI€HUE 3aIUTHRIX Meponpusatuil u pazpadorky C3I1In boabHuIb!
B COOTBETCTBUU C JAEMCTBYIOLIMM 3aKOHOJATEIbCTBOM B obsact 3amuthl [1/IH u npyrux Hopma-
TUBHBIX aKTOB 110 0€30MacHOCTH MH(OPMAIMH, YTBEP)KIECHHBIX OpraHaMM rocylapCTBEHHOU Biia-
CTH U YIPABJIEHUS B IPEJENIaxX UX KOMIIETCHIINH.
[Tonp3oBarenun u obcmyxkuBatouuii nepconan [1/In MCIT[Jn BonapHUIBI MOJDKHBI OBITH
OCBEJIOMJIEHBI O TIOpsiAKe paboThI ¢ 3amuIaeMoil HHpopMalueil 1 00 OTBETCTBEHHOCTH 3a 3alIUTY

IT]1n.

5.2 CuCTeMHOCTD
Cucremssiii mogxon Kk nocrpoennto C3II/IH bonapHMIBI TpeAnonaraeT yuer Bcex B3auMo-

CBsA3aHHBbIX, B3aHMOHCﬁCTBy10HIHX U U3MCHAIOMUXCSA BO BPCMCHHU 3JICMCHTOB, yCJ'IOBI/Iﬁ )51 (baKTO-



POB, CYIIECTBEHHO 3HAYMMBIX ISl IOHUMAHMSI U PEUIeHHs Mpo0iIeMbl o0ecrieueHus: 6€30MacHOCTH
[11n UCITJIx bonpHUIIBL.

[Ipu co3maHuM CUCTEMBI 3alIUTHI JOJDKHBI YUUTHIBAThCS BCE ClIa0ble M HanbOOJIee yI3BUMBIC
MecTa cuctembl 00padoTku I1/1H, a Takke XxapakTep, BO3MOKHBIE OOBEKTHI M HAIPABJICHUS aTaK Ha
CUCTEMY CO CTOPOHBI HapyIuTenei (0COOEHHO BRICOKOKBATH(PUITMPOBAHHBIX 3JI0YMBIIUICHHUKOB),
NyTH TPOHUKHOBEHUs B pacnpenencHHbie cucteMbl 1 HCJl k mHpopmanuu. Cucrema 3aluThl
JIOJDKHA CTPOMTHCS C YYETOM HE TOJIBKO BCEX M3BECTHBHIX KaHajoB mpoHukHOBeHUs u HCJl k wH-
dbopmary, HO U ¢ YY4ETOM BO3MOXKHOCTH TOSIBJICHUS MPUHIMITHAIBHO HOBBIX MyTEH pean3aiuu

yrpo3 6e3onacHocty. CHUcTeMa 3alIUTHI OMpeielieHa B DCKU3HOM MPOCKTE.

5.3 KoMILIeKCHOCTD

KommiekcHoe HCIob30BaHWE METOJI0B M CPEACTB 3alUUThI MPEAIOoaraeT CorjlaCOBaHHOE
IPUMEHEHHE Pa3HOPOJHBIX CPEICTB IPU MOCTPOECHUU LIETOCTHOM CUCTEMBI 3aIMTHI, IEPEKPHIBALO-
I BCe CYIIECTBEHHBIC (3HAUUMBbIE) KaHAJIbI peaiu3alii YIpo3 U HE CoeprKallel ciadblX MECT Ha
CTBIKaX OTJIEJIbHBIX €€ KOMIIOHEHTOB.

3amuMra JOKHA CTPOUTHCS SILEIOHUPOBAHO. [ Kak0ro KaHaia yTeukd UH(popMaluu U
JUISL KaKJOW yrpo3bl 0€30MacHOCTH JOJDKHO CYIIECTBOBAaTh HECKOJBKO 3alIMTHBIX pyoOexkel. Co-
3/IaHUE 3aLIUTHBIX pyOeKel OCYHIECTBISETCS C YY€TOM TOTO, YTOOBI JJISl MX MPEOOICHUS TTOTeH-
UAJILHOMY 3JIOYMBIIIJICHHUKY TPeOOBaIUCh MPO(EeCCHOHAbHbIE HABBIKM B HECKOJIBKUX HEB3aH-
MOCBSI3aHHBIX 00JIACTSIX.

Buewnsis 3amuTa JomKkHA oOecrieunBaThesl GU3NUECKUMMH CPEACTBAMH, OPraHU3allMOHHbI-
MU U NpaBoBbIMH MepaMu. OTHUM U3 HauboJjee YKPEerIeHHbIX pyOekell mpu3BaHbl ObITh CPEICTBA
KpUNTOrpadguueckon 3aliuThl, peau30BaHHbIe ¢ Hcnoab3oBaHueM TexHonoruu VPN. IpuknanHoi
YPOBEHb 3alIUThI, YYUTHIBAIOIINNA OCOOEHHOCTH MPEIMETHOM 007acTH, MpeICTaBIseT BHYTPEHHUN

pyOexX 3aIuTHI.

5.4 HenpepsbiBHOCTS 3amuThl [1/{H

3amuTa I1/[H — He pa3oBoe MEPONPUATHE U HE NTPOCTasi COBOKYIHOCTh ITPOBEJEHHBIX MEPO-
NPUATUN U YCTAHOBJIEHHBIX CPECTB 3allUTHI, & HENIPEPBIBHBIN [IEJICHAIIPABIECHHBIN IIpoLiecC, Mpe.I-
MTOJIATAOIINN TPUHATHE COOTBETCTBYIOIIMX MEp Ha BCexX dTanax ku3HeHHoro nukia UCITIH.

NCTI/IH n0mKHBI HAXOANUTBHCS B 3aIMIIEHHOM COCTOSIHUM Ha MPOTSKEHUU BCErO BPEMEHU
uX (YHKIHOHUPOBAaHUS. B COOTBETCTBUU C 3TUM NPHUHIMIIOM JOJDKHBI IPUHUMATHCSI MEPHI 110 He-
nonyueHuto nepexona MCII/IH B He3aIIMIIIEHHOE COCTOSTHUE.

BonbmnHCTBY (PM3HUECKUX U TEXHUYECKUX CPEJCTB 3aIIUTHI Ui 3P(GEKTUBHOTO BBIMOJIHE-
HUS CBOMX (PYHKIMI HEOOXO0IUMa IMOCTOSTHHAs TEXHUYECKast U OpraHu3alioHHas (aIMUHUCTPATHB-
Hasl) TOJJIep’KKa (CBOEBpPEMEHHAsi CMEHA U O0ecledeHre MPaBHIBHOTO XPAHEHUS U MPUMEHEHUS

UMeEH, TapoJiel, Kiitouell mudpoBaHus, nepeonpeesieHne nojxHoMounit u T.11.). [lepepriBbl B pabo-



TC CPCACTB 3allIUTBI MOT'YT OBITh HCITOJIb30BaHbI 3JIOYMBIIIJICHHUKAMU JISA aHAJIM3a NPUMCHACMBIX
MCTOHOB U CPCACTB 3allUThI, JJIsI BHCAPCHUA CIICHUATIBHBIX MPOTPAMMHBIX U allllapaTHBIX "3aKi1a-
,I[OK" " ApYTux CpCaACTB MPCOJOJICHHA CUCTEMBI 3aIlIUTEI ITOCJIC BOCCTAHOBIICHHS €€ (bYHKI_II/IOHI/IpO-

BaHUA.

5.5 CBoeBpeMeHHOCTH

[Tpeanonaraer ynpexxaaromuil xapakrep Mep odecrieuenus o6ezonacuoctu I1/[H, To ects no-
CTaHOBKY 3aj1a4 1o kommiekcHoi 3amure UCII/IH u peanu3zanuio Mep obGecriedeHns 6e301acHOCTH
[Tz Ha panHux craauax paspadotku MCII/IH B menoM U ee CUCTeMbI 3alUThl MHPOPMALIUH, B
YaCTHOCTH.

Pa3zpaGoTka cucTeMbl 3allUThI JOJKHA BECTHCH MapajuleibHO C pa3padOTKON U pa3BUTHEM
caMoOH 3alluIaeMOl CUCTEMBl. DTO MO3BOJMUT y4ecThb TpeOOBaHUS 0€30IaCHOCTU IPU MPOEKTUPO-
BaHUH apXHUTEKTYPHI M, B KOHEUHOM cUeTe, co3Aarh Oosiee r(eKkTUBHBIE (KaK 10 3aTpaTtaM pecyp-

COB, TaK 1 I10 CTOfIKOCTPI) 3allMIICHHBIC CUCTCMBI.

5.6 IIpeeMCTBEHHOCTh M COBEPILICHCTBOBAHHE
[IpenmonaratoT MOCTOSIHHOE COBEPILIEHCTBOBAHUE MEP U CPEACTB 3alllUThl HH(OPMALIUK Ha
OCHOBE IIPEEMCTBEHHOCTH OpPraHU3AllMOHHBIX U TEXHUYECKUX PELIEHHUH, KaJpOBOro COCTaBa, aHa-
au3a pyHkuunonupoBanus MICIIJIH u ee cucTembl 3alIUThI C Y4€TOM U3MEHEHUH B METO/1aX U Cpel-
CTBax IepexBaTa UH(OpMalMK, HOPMATUBHBIX TPEOOBAaHUIl 10 3alUTE, JOCTUTHYTOTO OTEUECTBEH-

HOTO U 3apy0eXHOI0 OMbITa B 3TOM 00s1acTH.

5.7 IlepcoHaibHasl OTBETCTBEHHOCThH

[Ipenmonaraer BO3NOKEHHWE OTBETCTBEHHOCTH 3a obOecreueHue OezomacHoctu [1/IH u cu-
CTEeMBbI UX 00pabOTKM Ha KaXXJIOTO COTPYIHMKA B TpEAesiax ero MOJHOMOYHi. B cooTBeTCTBUU C
STUM TMPHUHIHUIIOM pacrpeesieHrne nmpaB U 00s3aHHOCTEH COTPYAHUKOB CTPOUTCS TaKUM 00pa3om,
4TOOBI B clydae J000ro HapyIIeHHs] KPyT BUHOBHUKOB ObLT Y€TKO M3BECTEH UM CBEJIEH K MUHU-
MyMY.

5.8 IIpuHUUI MUHMMHU3AUMH TOJTHOMOYUI

O3Hauvaer NpeoCcTaBICHUE MOIb30BATENSIM MUHUMAIBHBIX MPaB JOCTYAa B COOTBETCTBUU C
MIPOU3BOJICTBEHHOW HEOOXOAMMOCTBIO, HA OCHOBE MPHUHIIMIIA «BCE, YTO HE pa3pelieHo, 3ampere-
HOM.

Hoctym x [1/Tn momkeH nMpeaocTaBiIsIThCS TOIBKO B TOM Ciydae U o0beMe, eClii 3TO He0O0-

XO0OUMO COTPYAHHUKY IJIF BBIIIOJIHCHUSA €0 JOJLDKHOCTHBIX 00513aHHOCTEH.



5.9 B3aumoneiicTBue U COTPYAHUYECTBO
[Ipeamonaraer co3ganue OnarompuaTHOW aTtMocdepbl B KOJJICKTHBAX TOJpa3ieiCHUH,
obecneunBaromux aestenbHocTs UCII/In bonbauibl, s cHuKeHHs] BEpOSTHOCTH BOSHUKHOBEHUS
HETaTUBHBIX JEHCTBUI CBSI3aHHBIX C YEJIOBEYECKUM (haKTOPOM.
B Takoif 06cTaHOBKE COTPYIHHUKH JTOJKHBI OCO3HAHHO COOJIIOIaTh YCTAHOBJICHHBIE TIPaBUIIa

N OKa3bIBaTb COHefICTBHe B JCATCIBHOCTHU HO,Z[paS,Z[CJ'ICHI/Iﬁ TEXHHYCSCKOU 3allIUThI I/IH(bOpMaHI/II/I.

5.10 I'mokocTs cucrembl 3ammThl [11H
[TpuHSITHIE MEPBI U YCTAHOBJIGHHBIC CPEJICTBA 3AIIUTHI, OCOOCHHO B HAYAIBHBIA EPUOM UX
9KCILTyaTalluu, MOTYT O0ecleuynuBaTh KaK YPe3MEpHBIA, TaK U HEAOCTATOYHBIH ypOBEHBb 3aIIHTHI.
Jns oGecrnieueHus: BO3MOXHOCTH BapbUPOBAaHUS YPOBHEM 3alllMIICHHOCTH, CPEICTBA 3alUThI
JOJKHBI 00JIafiaTh ONMpeAeNICHHOW THOKOCThI0. OCOOEHHO BaKHBIM ATO CBOWMCTBO SIBIIIETCS B TEX
ClIy4asiX, KOIJla yCTAaHOBKY CpPEACTB 3allUThl HEOOXOAMMO OCYIIECTBISATh Ha pabOTaIOIIyI0 CUCTE-

MYy, HC Hapylias npouecca €€ HOpMaJbHOI'O (byHKHHOHHpOBaHHSI.

5.11 OTKpPBITOCTH AJITOPUTMOB H MEXAHM3MOB 3aIUTHI
Cy’l'I) INpuHOHIIA OTKPBITOCTU AJITOPUTMOB U MCXAHU3MOB 3alllUTBI COCTOUT B TOM, YTO 3a-
IIMTA HE TOJDKHA 00ECIICYMBATHCS TOJIBKO 3@ CUET CEKPETHOCTU CTPYKTYPHOM OpraHU3alluy | ajro-
pUTMOB (YHKIIMOHUPOBAHMS €€ IMOJACUCTEM. 3HaHHE AJITOPUTMOB PaOOTHI CHCTEMBI 3alIUTHI HE
JIOJDKHO J1aBaTh BO3MOXKHOCTH €€ MpeojosieHust (qaxke aBTopam). OHAaKO, 3TO HE O3HAYAET, UTO

nH(pOpMaLKs 0 KOHKPETHOW CUCTEME 3alllUThl JOJKHA OBITh 00IEA0CTYITHA.

5.12 IIpocTroTa NpUMEHEHHs CPEACTB 3ALUThI

MexaHu3MBbl 3alIUThl JOJKHBI OBITh MHTYUTHUBHO TOHSTHBI U IPOCTHI B HCIIOJIB30BAHUU.
[IpyMeHeHre CpeACTB 3alUThl HE JOJKHO OBITh CBA3aHO CO 3HAHHEM CHEIMAIbHBIX SI3bIKOB HUJIH C
BBINOJIHEHUEM JAECUCTBUH, TpeOYIOINUX 3HAYUTEIbHBIX JAONOJHUTENbHBIX TPYA03aTpaT MpU OOBIY-
HOU paboTe 3aperucTpupOBaHHBIX YCTAaHOBJIEHHBIM MOPSAKOM I0JIb30BATENCH, a TakkKe He TOJIKHO
TpeOoBaTh OT MOJIbH30BATENsl BBINOJIHEHUS PYTHHHBIX MAJOMOHSATHBIX €My omepauuil (BBOJ He-
CKOJIBKUX Mapojieil U UMeH U T.1.).

JloJbKHa AOCTUraThCs aBTOMAaTH3als MAaKCHUMAJIbHOIO 4YUCia JACWCTBUH IOJb30BATEIICH U

agmuauctpatopos UCII/IH.

5.13 HayuyHasi 000CHOBAaHHOCTb U TeXHHYECKasl peaju3yeMoCcThb
WNHdopManinoHHbIE TEXHOJIOTUH, TEXHUYECKHE U TPOrpaMMHBIE CPEJICTBA, CPEICTBA U MEPHI
3alUThl UH(GOPMAIMK JOJKHBI OBITh peain30BaHbl Ha COBPEMEHHOM YPOBHE pa3BUTHS HAyKU U
TEXHUKH, HAYYHO 000CHOBAHbBI C TOUYKH 3pCHUA JOCTHMIKCHUA 3aJaHHOT'O YPOBHA 0€e30IMacHOCTH HH-
@opMauI/m " JOJIKHBI COOTBETCTBOBATH YCTAHOBJICHHBIM HOpMaM U Tpe60BaHI/I${M 1o 0€30I1acHOCTH

IT]1n.



C3I1/11 nomkHa OBITH OPUEHTHPOBAHA HA PELICHHUS, BO3MOXHBIC PUCKU Ul KOTOPBIX M Me-
pbl IPOTUBOJEHCTBUS 3TUM PHUCKaM IMPOIIIM BCECTOPOHHIOID TEOPETUYECKYIO U MPAKTUUYECKYIO

MIPOBEPKY.

5.14 Cnenuaau3anus 1 npogecCHOHATHIM
[Ipennonaraer npuBieUeHUE K pa3pabOTKe CPEACTB U pean3alluy Mep 3allUuThl HH(pOpMa-
UM CIELUAIN3UPOBAHHBIX OpPraHU3aluii, Hauboyiee NOArOTOBICHHBIX K KOHKPETHOMY BUAY AEs-
TEJIBHOCTHU 10 oOecrieyeHuto 6ezonacHoctu I1/IH, nMErOMUX ONBIT MPaKTUYECKOH paboThl U TOCy-
JAPCTBEHHYIO JIMLEH3HIO HA MPaBO OKa3aHUs yCIyr B 3TOH obsactu. Peanmusanus agMUHHCTpaTHB-
HBIX MEp M 3KCIUTyaTalusl CPECTB 3alIUTHI JOJDKHA OCYIIECTBIATHCS MPO(ECCHOHAIBHO MTOATOTOB-

JICHHBIMU CIICHUaJIMCTaMH y‘IpC)K,Z[CHI/IH.

5.15 O6s13aTe/IbHOCTH KOHTPOJIS

HpeﬂnonaraeT 0053aTeILHOCT U CBOCBPCMCHHOCTL BBLIABJICHUA W IMPECCUCHUS IMONBITOK
HapyIIeHHs YCTAaHOBJICHHBIX MpaBui obecrieueHus Oe3onacHocTH [1/[H Ha OCHOBE HMCHOJIB3YEMBIX
CHCTEM U CPEICTB 3alUTHl HHPOPMAIIUU MIPU COBEPIICHCTBOBAHUHM KPUTEPUEB U METOAOB OLICHKU
3P PEKTUBHOCTH STHX CHCTEM U CPEICTB.

KoHTposb 32 NeqTeIbHOCTBIO JII000TO TMOJIB30BATelIsl, KAXKJ0T0 CPEACTBA 3aIUTHI M B OTHO-
IICHUH JTI000T0 OOBEKTA 3aIIUTHI TOJDKEH OCYIIECTBIATHCS Ha OCHOBE IIPMMEHEHUS CPEJICTB OIepa-
THUBHOTO KOHTPOJISI U PETHCTPAIMU M IOJDKEH OXBaThIBaTh KaK HECAHKIIMOHMPOBAHHbIC, TAK M CaHK-

IUOHUPOBAHHBIE ACHCTBUS MOJIH30BATENCH.



6 Mepbl, MeTOABbI U CpeAcTBa o0ecneyeHus: TpedyeMoro ypoBHs 3alUIIEHHOCTH
O6ecneyeHne TpeOyeMOro ypoBHS 3alTUIIICHHOCTH JTOJDKHBI JIOCTUTAThCS C MCIOJIb30BaHU-
€M Mep, METOJIOB U cpelcTB Oe3omacHocTh. Bee meprl obecnieuenus 6e3omacHoctu MCII/H mon-

pasensIoTCs Ha:
- 3aKOHOJIaTeIbHBIC (ITPAaBOBKIC);

= MOPAJIBHO-OTUYCCKHE;

OpraHM3alUOHHbIC (aIMUHUCTPATUBHEIC);
- ¢usnueckue;

- TEXHUYECKUE (ANNapaTHbIe U IPOIPAMMHBIE).
[lepeuens BBHIOpaHHBIX Mep oOecredeHus: Oe30MacHOCTH oTpaxkaercst B [limane mepomnpusi-

THH 10 o0ecIreueHuIo 3auThl I1/1H.

6.1 3akoHoaaTe/ibHBIE (IPABOBbIE) MePbI 3aIUTHI

K IMpaBOBbBIM MCpPaM 3alIUTBI OTHOCATCA ZIef/'ICTBYIOHII/IC B CTpaHC 3aKOHBI, YKa3bl U HOpMa-
TUBHBIE aKTbl, perJIaMeHTUpYIoLIMe paBuia oOpamenus ¢ [1/1H, 3akpenstomuye npasa u oos3aH-
HOCTH YYaCTHMKOB MH(OPMAIMOHHBIX OTHOIIEHUI B mpolecce ee 00pabOTKU U UCIOIb30BaHUs, a
TAaKXKC YCTAaHABJIMBAIOIIKUEC OTBECTCTBCHHOCTD 3a HAPYIICHHWA 3THX IMPAaBUJI, HPCHATCTBYA TCM CaMbIM
HCIIPAaBOMCPHOMY UCIIOJIB30BAHUIO HI[H H SABJIAIONIUCCA CACPIKUBAIOIIUM (PaKTOpOM JUIA IIOTCHII U -
aJbHBIX HAPYILIUTEICH.

[TpaBoBBIE MEPHI 3aIIUTHI HOCAT B OCHOBHOM YIPEKAAIONIN, MPO(UIAKTUYECKHH XapaKkTep
U TpeOYIOT NOCTOSIHHOW pa3bsICHUTEIbHONW pabOThI ¢ MOJB30BATEISIMU U OOCITY)KMBAIOIIUM MIEPCO-

HaJIOM CUCTCMBI.

6.2 MopajbHO-3THYECKHE MepPbl 3allIUThI

K MOPAJIbHO-3TUYCCKUM MEpPaM OTHOCATCA HOPMBI IMMOBEACHM A, KOTOPBIC TPAJUIUOHHO CJI0-
JKUJTUCH WJTH CKJIAJIBIBAIOTCA 110 Mepe pacnpoctpaneHus DBM B cTpane win 001ecTBe. ITH HOPMBI
OoJbIICH YacThiO HE SIBJIAIOTCS 00s3aTeNbHBIMU, KaK 3aKOHOJATENIBHO YTBEPXK/IEHHbIE HOPMATHB-
HbI€ aKThl, OJTHAKO, UX HECOOII0/IEHUE BeJleT OOBIYHO K MaJICHHI0 aBTOPUTETA, MPECTHKA YeIOBEKa,
TPYNIBI JUI] WIK OpraHu3ainuu. MopallbHO-3TUYECKHE HOPMBI ObIBAIOT KaK HEMHMCaHbIe (Harmpumep,
oOuienpr3HaHHbIE HOPMBI YECTHOCTH, TATPUOTHU3MA U T.I1.), TaK U MUCaHbIE, TO €CTh 0()OPMIIEHHBIE
B HEKOTOPBIN CBOJ (yCTaB) MpaBMJI WM MPEANUCaHHH.

MopallbHO-3THYECKHE MEpHhI 3aIIUTHI ABISAIOTCA NMPOPUIAKTHUECKUMH U TPEOYIOT MOCTOSH-
HOHM PaOOTHI MO CO3JIAaHUIO 370POBOTO MOPAIBLHOTO KJIMMAaTa B KOJUIEKTHBAX TojpasnaeiaecHuii. Mo-
PaIbHO-3TUYCCKUE MEPHBI 3aIIUTBI CHUKAKOT BEPOATHOCTH BO3HUKHOBCHHUSA HETATUBHBIX }IGI)’ICTBHI;'I

CBA3aHHBIX C YCJIOBCUYCCKHUM (I)aKTOpOM.



6.3 Opranu3zanuoHHbIe (AAMUHUCTPATUBHbIE) MePbI 3A1UTHI

OpranuzanvoHHble (aAMHUHUCTPATUBHBIE) MEPHI 3aIUTHI - 3TO MEpPbl OPraHU3AIMOHHOTO
XapakTepa, periameHtupyroiue npoueccol GynkunonupoBanuss MCII/IH, ucnons3oBanue pecyp-
coB MCIIIH, nesaTenbHOCTh OOCITYKMBAIOIIETO IMEpPCOHANa, a TaKXKe IMOPSIOK B3aUMOJEHCTBUS
nonb3oBareneid ¢ UCIIAn Ttakum oOpa3om, yToObl B HauOOJBIIECH CTENEHU 3aTPYIHHUTH WA HC-
KIIFOYUTHh BO3MOKHOCTh peain3alii yrpo3 0€30MacHOCTH WM CHU3UTH pa3Mep MOTeph B Cydyae uxX
pean3aluu.

['maBHas uenb aAMUHUCTPATUBHBIX MEp, MPEANPUHUMACMBIX HA BBICHIEM YIPABICHYECKOM
ypoBHE — chopmupoBaTh NONUTHKY HHPOpMarronHoi Oe3onacHoctu [T/l Ha ocHOBe «TexHuye-
ckoro 3ananus» u Oryera 00 obcnenoanuu MCII[An» (oTpaxkaromyro moaxoasl K 3amure uapop-
MaIi) U 00ECIeYUTh €€ BBIIOJIHEHUE, BhIIEIAS HEOOXOUMbIE PECYPChl U KOHTPOJIUPYS COCTOSI-
HUE JIe.

Peanuzanus nonutuku nHdopmanuonHoit 6ezonacuoctu [1Jn 8 UCIIH cocrosT u3 mep
aIMHUHHCTPATUBHOTO YPOBHS U OPTaHU3ALMOHHBIX (IIPOLEAYPHBIX) MEp 3aIIUThI HHPOPMAIUH.

K agMuHHCTpaTHBHOMY YpOBHIO OTHOCSITCSI PEIICHUS PYKOBOJCTBA, 3aTParuBaloLIUe Jes-

tenbHOCTh UCII/IH B nenom. [Ipumepom Takux pereHuil MOryT ObITh:

- IpUHATHE peuieHus 0 (OPMUPOBAHUU WM MEPECMOTPE KOMILJIEKCHOM MPOrpaMMbl odec-

neueHus 6ezomacHocty [1/1H, onpenenenne OTBETCTBEHHBIX 3a €€ pealln3aluio;

= (I)OpMy.TII/IPOBaHI/IC ueneﬁ, IOCTAHOBKA 3a/1a4, OIPCACIICHUC HaHpaBJ’IeHI/Iﬁ JACATCIIBHOCTHU B

obnactu 6e3onacuHoctu [1/1H;

= NPUHATHC peH_IeHI/Iﬁ M0 BOIIpOCaM peain3aluu nmporpaMmbl 6630HaCHOCTI/I, KOTOPBIC pac-

CMATPHUBAIOTCS HA YPOBHE YUPEKIECHUS B LETIOM;

- obecrieueHre HOPMATHUBHOM (MPaBOBOI) Ga3bl BOMPOCOB O€30MACHOCTH U T.II.

[TommuTiKa BEPXHErO YPOBHS JIOJDKHA YETKO OYEPTUTH cepy BIUSHUS U OTPAHUUCHUS TIPH
onpezaeneHuu neneit 6ezomacuoctu [1/1H, onpeaenuTs kKakuMu pecypcamu (MaTepuanbHbIe, IEPCo-
HaJT) OHU OYAYT JOCTUTHYTHI U, HAUTH Pa3yMHBI KOMIIPOMHUCC MEXAY MPUEMIIEMBbIM YPOBHEM 0€3-
onacHocTH 1 PpyHKIMOoHATBHOCTHIO MCIT/IH.

Ha opranu3alinoHHOM YpPOBHE OIPEIEIISIOTCS MPOIECTypPhl U MPaBUIIA JOCTHKCHHS TIeJIeH |

pelIeHus 3a1a4 MOJIUTUKH nH(opMannoHHoU Oe3omacHoctu [1/]H. DT npaBuiia onpeaensior:
- KakoBa 00JacTh MPUMEHEHUS MOUTHKN Oe3onacHocTH [1]]H;

~ KaKOBBI pOJIK U 00s3aHHOCTHU JOJDKHOCTHBIX JIML, OTBCYAIOIIHE 3a IMPOBCACHUC IMOJIMTUKH

6e3onacuHoctu [1]IH, a Tak ke UX YyCTAaHOBUTH OTBETCTBEHHOCTD;
- KTO uMeeT npasa gocryna K [1/1x;

= KaKuMH MEpaMH U CpCACTBAMU obOecreunBaeTCs 3amuTa HI[H,



- KaKUuMH MEpaMH U CpEACTBaAMU o0ecreunBaeTcs KOHTPOJIb 3a CO6J'IIOI[€HI/I€M BBCACHHOI'O

pekuma 6e30MacHOCTH.

OpFaHI/I3 AIMOHHBIC MCPBI JOJI2KHBI:

- MpeAyCMaTpUBaTh PETJIaMEHT MH()OPMAIMOHHBIX OTHOUICHUH, MCKIIIOYAIOIIUX BO3MOXK-

HOCTb HCCAHKIIMOHUPOBAHHBIX HeﬁCTBHﬁ B OTHOIIICHHH OOBHEKTOB 3allIUThI,

= OIpCACIATh KOAIMIMUOHHBIC N UCPAPXUUCCKHUC MPUHIUIIBI U MCTOABI pa3srpaHUYCHUS O 0-

cryna K [1/1n;

= OINpPEAETAThH MOPSIOK PAOOTHI ¢ MPOrPAMMHO-MATEeMAaTHICCKIMH U TEXHUYSCKUMHU (arma-

paTHBIe) Cp€acTBaMu 3allIMThI U KPUIITO3AIMUTEI U APYIUX 3alllUTHBIX MCXaHN3MOB,

- opranm3oBath Mepbl npotuBojaericTBus HCJl monbp3oBaTesiMu Ha dTamax ayTeHTU(HKa-
[[UU, aBTOPU3aLUH, UACHTU(DUKAIINH, 00ECTIeYMBAIONINX FApaHTUU Peau3alliy MpaB U OTBETCTBEH-
HOCTHU CyOBEKTOB HH(POPMAITIOHHBIX OTHOIICHUH.

Opranu3anioOHHbIE MEPHI JT0HKHBI COCTOATH H3:
- pernamenTa gocryna B nomenieHuss UCII/1H;
- MOPSIOK JIONyCKa COTPYAHUKOB K Ucnoab30BaHuI0 pecypcoB MCII/In Yupexnenus;

= perilaMCHTa IPOUCCCOB BCACHUA 0a3 JAaHHBIX U OCYHICCTBJICHUA MO,I[I/I(I)I/IKEII_[I/II/I I/IH(bOp—

MAaIMOHHBIX PECYPCOB;

= periiamMeHTa IpouecccoB 06CJ'Iy>KI/IBaHI/I$I U OCYHICCTBJICHHUA MO,Z[I/I(l)I/IKaI_[I/II/I afrapaTHbIX U

nporpaMmMmusbIx pecypcoB UCII/IH;

- uHcTpykuuil nonw3oBareneid MCII/In (anmunuctparopa MCII/IH, anmMunuctparopa 0e3-

onacHoctH, oneparopa UCII/In);

= UHCTPYKIHUU MOJIb30BaTeIe IIpHU BO3HUKHOBCHUHN BHCIITATHBIX CHTyaHHﬁ.

6.4 ®duznyeckue Mepbl 3aIUTHI

@®uznyeckue Mepbl 3allUThl OCHOBaHbl Ha MPUMEHEHHHM pPa3HOrO0 poJa MEXaHUYECKHX,
IIEKTPO- WJIM JIEKTPOHHO-MEXAHMYECKUX YCTPOWCTB U COOPYKEHMH, CIEUAIBHO NpeJHa3HAUYCH-
HBIX Ui CO37aHusl (PU3MUYECKUX NMPEMSATCTBUI HAa BO3MOXKHBIX MYTSAX MPOHUKHOBEHHS M JOCTYIa
MOTEHLMATbHBIX HapyIIUTEICH K KOMIIOHEHTaM CUCTEMbI U 3allMIllaeMoil MH(OpMalKHU, a TaKxke
TEXHUUYECKUX CPEACTB BU3yaJbHOTO HAOIIOACHHUS, CBA3H U OXPaHHON CUTHAIN3AIIH.

dusnueckas 3amuTa 31aHUH, TOMEIIEeHUH, 00BEKTOB U CPeACTB MHPOPMATHU3ALUHU JTOJDKHA
OCYILIECTBIIATHCS IyTEM YCTAHOBJIEHHSI COOTBETCTBYIOLIMX ITOCTOB OXpaHbl, C MIOMOILBIO TEXHUYE-
CKHX CPEJICTB OXPaHbI WJIM JIFOOBIMU APYTUMHU COCO0aMH, IPEOTBPALIAIOIIIMMH WU CYILIECTBEHHO

3aTPYAHAIOMIUMHA IMMPOHUKHOBCHUE B 3JaHUC, MOMCIICHUS MOCTOPOHHUX JIUI[, XUIIICHUC I/IH(l)OpMa-



IIUOHHBIX HOCHUTENEH, caMuX CpeACTB MH(OPMATU3AIMH, HCKIIOYAIOIIUMH HaXOKICHUE BHYTPHU

KOHTPOJIMPYEMOH (OXpaHsAEMOI) 30HbI TEXHUUECKUX CPEICTB Pa3BEIKH.

6.5 AnnaparHo-nporpaMmMHble cpeacTBa 3amuThl I1/1n

TexHuueckue (anmapatHO-NPOrpaMMHbBIE) MEpPBl 3aIIMTHl OCHOBAHBI HA MCIOJIb30BAaHUU
Pa3IMYHBIX 3JEKTPOHHBIX YCTPOMCTB M CIEUUAIbHBIX Iporpamm, Bxoaamux B coctas MCII/H n
BBINOJIHAIOUINX (CaMOCTOSITENbHO WM B KOMIUIEKCE C JPYTUMH CPEeACTBaMM) (DYHKIMM 3alUThI
(MaeHTH(UKALUIO U ayTeHTU(UKALMIO I0JIb30BaTeNeH, pasrpaHnyeHne AOCTyIa K pecypcam, peru-
CTpaIMIO COOBITHH, KpUNITOrpadUIECKOE 3aKphITHE HH(POPMAITUH U T.1I.).

C yuerom Bcex TpeboBaHuid U npuHIUNOB obecriedenus 6ezonacuoct [1/Jn 8 UCIIIH mo
BCEM HAINpaBJICHUSAM 3alllUThl B COCTaB CUCTEMbI 3alUThI JOJDKHBI ObITh BKJIFOUEHBI CIIEAYIOLIUE

CpeacTBa:

- cpencTBa uaeHTU(UKALMK (ONO3HABAHUS) U ayTeHTU(UKALNU (TIOATBEPKACHUS MOATUH-

HocTu) noab3oBateneit UCI/Ix;

= CPEACTBA PA3rpaHUYCHUA NOCTYIIA 3apCTUCTPUPOBAHHBIX IIOJIL30BATEIEN CUCTEMBI K pe-

cypcam UCIIn Yupexnenus;

- cpencTBa 00ECIIEUCHHS U KOHTPOJIS LIEJIOCTHOCTH MPOTPAMMHBIX U HH(POPMALIMOHHBIX pe-
CYpCOB;
- CpelCTBa ONEPATUBHOTO KOHTPOJISI U PETHCTPALIMU COOBITHI O€30MaCHOCTH;

- kpunrorpagpuieckue cpeactsa 3amutsl [1/1H.
VYcnemHoe NpuMEHEHNE TEXHUYECKUX CPEJCTB 3alllUThl HA OCHOBAHWU MPUHIMUIOB (pa3zien
5) mpenrnosnaraet, 4TO BBINOJIHEHUE MEPEUNCICHHBIX HIKE TpeOOoBaHUI 00ecredyeHo opraHu3alu-

OHHBIMU (aI[MI/IHI/ICTpaTI/IBHBIMI/I) MCpaMHU 1 UCII0JIb3YEMbIMU (1)1/131/ILIGCKI/IMI/I CpeaACTBaMHu 3alIUThHI:
- obecrnieuena (pusnyeckas 1eaocTHOCTh Bcex komnoneHT UCIIIx;

- KaXIbplil coTpynHuk (mosb3oBatens MCIIJIH) nam rpymnmna mosib3oBaTeniell HUMeEeT yHH-
KaJIbHOE€ CUCTEMHOE UMl 1 MUHUMAJIbHO HEOOXOIUMBIE ISl BBIMOJIHEHUSI UM CBOUX (DYHKIIMOHAIb-

HBIX 00S3aHHOCTEH MMOJIHOMOYHS 1O JOCTYIY K PECYpPCaM CUCTEMBIL;

- BCE U3MEHEHUs KOH(pUTYypali TeEXHUYEeCKUX U nmporpaMMHubIx cpencts MCII/H npousBo-
JSITCS. CTPOTO YCTAHOBJICHHBIM MOPSAKOM (PETUCTPUPYIOTCS M KOHTPOJIUPYIOTCS) TOJIBKO Ha OCHO-

BaHUU PACIOPSKEHUIN PYKOBOJICTBA Y UPEKICHUS;

- ceTeBoe 000pyAOBaHUE (KOHLEHTPATOPHI, KOMMYTATOPbl, MapIIPYTH3aTOPHI U T.I.) pac-
rojiaraeTcs B MeCTaX, HEJAOCTYIHBIX JJISi MOCTOPOHHUX (CIELMAIBbHBIX MOMEUICHUsAX, MKadax, u

T.IL.).

= cruenuaJucraMu quemneHHﬂ OCYHICCTBJIACTCA HCIMPCPBIBHOC YIPABICHUC U aIMUHU-

CTpaTHBHAs MOICPKKA (PYHKITMOHUPOBAHUS CPEJICTB 3AIIHTHI.



7 Kontpoas 3¢pdexktuBHocTH cucTteMbl 3auThl UCII/IH BosibHULbI

Kontpoinb s dexkruBroctrn C3IIIH A0MKEH OCYIIECTBISETCS Ha TMEPUOIUIECKON OCHOBE.
[enbto KOHTPOIIsS 3 (HEKTUBHOCTH SBIISETCS CBOEBPEMEHHOE BBISIBIICHUE HEHAAIEKAIUX PEKUMOB
pabotsl C3II/IH (OTKIIOYEHHE CPEACTB 3aIUTHI, HAPYIIEHUE PEKUMOB 3alllUThl, HECAHKLIMOHUPO-
BaHHOE M3MEHEHUE PeXUMa 3allluThl U T.I1.), @ TaK IPOrHO3MPOBAHUE U MPEBEHTUBHOE pearupoBa-
HUE Ha HOBBIE yrpo3bl 6e3omacHoctu [1/1H.

KoHTposib MOKeT ImpOoBOIUTHCS Kak amMuHHCcTpaTopamu Oe3omacHoctd WMCIIIH (omepa-
TUBHBIA KOHTPOJIb B Iporiecce nHpopmanroHHoro B3anmoaeictsust B MCII/IH), Tak u npuBiekae-
MBIMU JIJI1 3TOM 11€JIM KOMIIETEHTHBIMU OPraHU3ALMSIMHU, UMEIOIMMHU JTUIICH3UIO Ha 3TOT BUJ JIes-
tenbHOCTH, a Takke DCTIK Poccuu u ®Cb Poccuu B npenieniax ux KOMIETEHIIUH.

KoHTponb MOXET OCYHIECTBIATHCA AAMHHHCTPATOPOM OE€30MACHOCTH Kak C IOMOIIbIO
IITATHBIX CPEACTB CUCTEMBI 3aUThI [1/[H, Tak U ¢ MOMOIIIBIO CIIEIUATBHBIX MPOTPAMMHBIX CPEJICTB
KOHTPOJISL.

Onenka s dextrBHOCTH Mep 3amuThl [1/[H MpOBOIUTCS ¢ UCHIOIB30BAaHUEM TEXHUYECKUX U

MMPpOrpaMMHBIX CPEACTB KOHTPOJIA Ha NPEAMET COOTBETCTBUS YCTAHOBJICHHBIM Tpe6OBaHI/IHM.



8 Cdepnl oTBeTCTBEHHOCTH 32 Oe3onmacHocTb 110

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep ¥ KOHTPOJIb HaJ o0ecrieueHreM 0e3011acHOCTU MepCo-
HaJIbHBIX JAHHBIX SIBIISIETCS PYKOBOAUTENb bosbHULIBI. PyKOBOIUTENb MOXKET JEJIErMpOBaTh YacTh
IOJTHOMOYHII 110 0OecneueHnIo 0€30MaCHOCTH MEPCOHANIBHBIX JTAHHbIX.

Cdepa 0TBETCTBEHHOCTH PYKOBOJUTENS BKJIIOYAET CIEAYIOIINE HAIPaBIeHUs o0ecredeHus

6e3onacuoctu [1/1H:
- IlnanupoBanue u peanuzanus mep o odecrneyenuto d6e3onacHoctu [1/1H;
- Anamu3 yrpo3 6e3onacnoctu I1/1H;

- Pa3zpaboTky, BHeApEeHUE, KOHTPOJIb UCIIONIHEHUS U MOJIepKaHUE B aKTyaJIbHOM COCTOSI-
HUU TIOJUTHK, PYKOBOJICTB, KOHIIETIIHA, TPOLEAYp, PETJIaMEHTOB, HHCTPYKIUN U APYTUX OpraHu-

3alMOHHBIX JIOKYMEHTOB MO 00ECTICYeHNIO OE30MacHOCTH;
- Kontpouns 3amumennoctu UT undpacrpykrypst Komnanuu ot yrpos b nyrewm;

- Obyuenue u undopmupoBanue nonsizoBarenein MCII[n, o nmopsake pabotsl ¢ I1JIn u

CpCACTBAMMU 3allIUTHI;

= Hpe,[[OTBpaH_IeHI/Ie, BBIABJICHHUC, pCarupOBaHHUC U PACCICAOBAHHC HapymeHI/Iﬁ Oe3omnacHo-

ctu [1/1H.

IIpyn B3aMMOJEHCTBHM CO CTOPOHHMMM OpraHM3alldsAMHM B CIydasX, KOIZa COTPYJHHMKaM
ATUX OpraHHU3aIUil MPeJOCTaBIsAETCs HOCTYI K 00bEeKTaM 3alIMThl (pa3aen 3), ¢ STUMH OpraHu3a-
USMHU JOJDKHO OBITh 3akitoueHo «CormnamieHne o KOHQHUACHIIMATbHOCTHY, 100 «CornameHue o
cobmonennn pexkuma 6e3onacHoctu [11x mpu Beimonnennu padot B UCITIu». [ToaroroBka tumo-

BBIX BapMAHTOB 3TUX COTJIAIIEHUH OCYIIECTBIIIETCSI COBMECTHO ¢ FOpuctom.



9 Moaenb HapymmMTeas 0e30IaCHOCTH

[Tox HapymurteneM B BonbHUIIE TOHMMAETCS JIMIIO, KOTOPOE B PE3YJIHTATE YMBIIIJIEHHBIX
WJIH HeYMBITIICHHBIX JACHCTBUI MOKET HaHECTH ymepOd oObeKTaM 3aiuThl (pasaen 3).
Hapymurenu noapasnenstorcsa no npusHaky npuHaaiexxaoctu k UCIIx. Bee napymure-
JIM IeJISITCS Ha JIBE TPYIIIIbL:
e BHEIIHWE HApYIIUTENH — (PU3MYECKHE JUIa, HE MMEIOIMEe IpaBa NMpeObIBaHUS Ha
TEPPUTOPUN KOHTPOIUPYEMOU 30HBI, B IpezesaX KOTOPOW pa3Mmeraercs o00pyao-
Banue UCII/n;
® BHYTPCHHHE HAPYIIUTENH — (PU3UYECKHE JIMIA, UMEIOIINE TPaBO MPeObIBAaHUS Ha
TEPPUTOPUN KOHTPOIUPYEMOU 30HBI, B IpeesiaX KOTOPOW pa3Mmeraercs 000pymo-
Banue UCII/IH.
Knaccudukanus napymmureneil npeacrapieHa B AHAIUTUYECKOM 00OCHOBAaHMHM HEOOXOIH-

moctu co3aanust C3I1/1n Monens HapyuTens.



10 Moneab yrpo3 0e30macHOCTH
Jnst UCII/In BoJbHUITEI BBIACISIOTCS CJICIYIONIHME OCHOBHBIE KaTETOPUHU YIpo3 0€30I1acHO-
CTHU NIEPCOHAJIbHBIX JIaHHBIX:
1) Yrpo3sl OT yTEeUKH 110 TEXHUYCCKUM KaHaJIaM.
2) YTrpo3bl HECAaHKITHOHUPOBAHHOTO JOCTYIA K HH()OPMAIUH:

- Yrpo3bl yHUUTOXEHHMS, XullleHus anmnapatHeix cpenctBs MCII[H HocuTenel uH-
dbopmaruu myreM pusnyueckoro goctymna k snementam UCIIH.

- Yrpo3bl XHILEHUS, HECAaHKIIMOHUPOBAHHOW Moaupukanuu Wi OJIOKHUPOBAHHS
uH(pOopMalnu 3a cueT HecaHKIHoHupoBanHoro aoctyna (HCJI) ¢ mpumenenrem nporpamm-
HO-aNMapaTHBIX U MPOTPaAMMHBIX CPEJICTB (B TOM YHCIE MPOrpaMMHO-MATEeMAaTHUYECKUX
BO3JICUCTBUH).

- Yrpo3sl He IpeJHAMEPEHHBIX JEeWCTBUN MOJb30BaTeNell U HapylieHui Oe3omac-
Hoctu QynkuuonupoBanus UCIIn u C3I1/In B ee cocraBe u3-3a cOOEB B MPOTrPaMMHOM
o0ecrevyeHnH, a Takke OT YIpo3 HEAHTPOIIOIeHHOTo (cO0eB ammapaTyphl U3-3a HEHAIEHKHO-
CTH 3JIEMEHTOB, COOEB DJIEKTPONMUTAHUSA) U CTUXUIHOTO (yIapOB MOJHUH, IMOXKApOB, HABO/I-
HEHUH U T.II.) Xapakrepa.

- YIrpo3bl IpeAHaMEPEHHBIX JEHCTBUI BHYTPEHHUX HAPYLUIUTEIICH.

- yI‘pOSLI HCCAHKINMOHUPOBAHHOI'O JOCTYIIA I10 KaHaJlaM CBA3U.

Ornucanne yrpo3, BEpOSITHOCTh MX peallu3allii, OMAaCHOCTh U aKTyaJIbHOCTh MPECTaBICHBI

B AHanmuTH4YeCKOM 000cHOBaHUM HeoOxoaumocTH coznanust C3I1In n. Moaens yrpos.



11 Mexanu3m peanusannu Konuenuumn
Peanuzanus KoHuenuu q0mKHA OCYIIECTBISATHCS Ha OCHOBE MEPCIEKTUBHBIX MPOrPaMM U

IIJIAHOB, KOTOPBIC COCTABJIAIOTCA HA OCHOBAHHHU U BO HCIIOJIHCHUE!

- (enepaibHBIX 3aKOHOB B 00JacTH oOecredeHus: HHOOPMAITMOHHOW O€30IacHOCTH M 3a-

HIUTH HTHPOPMAIUH;
- nocranoByieHui [IpaButenscrBa Poccuiickoit denepanuu;

= PYKOBOJAIINX, OPraHU3allMOHHO-PACIIOPAAUTEIBHBIX W METOAUYCCKHUX JOKYMCHTOB

®OCTOK Poccum;

- nmotpednocteit UCIIJIH B cpeacTBax obecnedeHus: 6€30MacHOCTH HH(POPMAIIHH.



12 Oxupaemblii 3pPext ot peamuzanun Konuenuuu

Peammmzanms Konnenuu 6e3onacuoctu I[1/a B UCITIH mo3BosuT:

- OLEHHTH cocTosiHue OezonacHoctu nHpopmarmu MCII/IH, BBISBUTH HCTOYHUKH BHYTPEH-
HUX U BHEIIHUX yrpo3 HH(OPMALMOHHON 0€30I1aCHOCTH, ONPEIEJINTh IPUOPUTETHBIE HAPaBIECHUS

IIPEAOTBPALEHUS, OTPAKEHUS U HEUTPAIU3ALUN ITUX YIPO3;

= pa3pa60TaTL pacrnopsAaUTCIbHBIC U HOPMATHUBHO-MCTOAUYCCKUEC JOKYMCHTHI IIPUMCHU-

tensHo K UCTTdH;
- YCTaHOBUTH ypoBeHb 3ammunieHHoctu MCII/IH;

= IPOBECTU OPraHU3ALUMOHHO-PEKHUMHBIC U TCXHHUYCCKUC MCPOIPHUATHA I10 00ecIeYeHn o

6e3onacunoctu [1/1n B UCII/IH;

- obecreuuTh HEOOXOIUMBIN YPOBEHb 0€30MaCHOCTH OOBEKTOB 3alLUTHI.
Ocy1iecTBI€HNE 3TUX MEPONPUATHIA 00ECIIeUUT CO3/1aHue €AMHOM, EIOCTHOM U CKOOpAu-
HUPOBAHHOH cucteMbl nHGpopMannonnoit 6e3onacaoctu UCII/IH 1 co3macT ycnoBus ajs ee aib-

HEHIIEro COBEPILICHCTBOBAHUS.



13 CHHCOK MCIOJIB30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMATHBHO-TIPABOBBIMU M METOJUYECKHUMH JOKYMEHTaMH, Ha KOTOPBIX 0a3u-
pyercs Hacrosiee [lonoxenue sBIAIOTCS:

1 ®enepanbublit 3akoH oT 27.07.2006 r. Ne 152-®3 «O nepcoHalIbHbIX JaHHBIX» (Hanee —
@3 «O nepcoHaNBHBIX JAaHHBIX»), YCTAaHABIUBAIOIINNA OCHOBHBIC IPHHLIUIIBI U YCIOBHUS 00paObOTKH
[1/11, mpaBa, 00513aHHOCTH ¥ OTBETCTBEHHOCTh YUaCTHUKOB OTHOILIEHUI, CBA3aHHBIX C 00pabOTKOM
I[]1x.

2 «llonoxxenue 00 OCOOEHHOCTAX OOpPaOOTKH TMEPCOHANBHBIX JTaHHBIX, OCYIIECTBISEMOM
0€3 MCIOJIBb30BaHUsl CPEICTB aBTOMATHU3allMN», yTBepxkaeHHoe [loctaHoBinenuem IlpaBurenncTBa
P® ot 15.09.2008 r. Ne 687.

3 «TpeboBaHus K MaTepUAIbHBIM HOCUTENSIM OMOMETPUYECKUX TMEPCOHATBHBIX TAHHBIX U
TEXHOJIOTUSIM XPAaHEHUsI TaKWX JaHHBIX BHE WH(POPMALMOHHBIX CHUCTEM IMEPCOHAIBHBIX JTAHHBIXY,
yrBepxaeHHble [locTanoBieHueM [IpasurensctBa PO ot 06.07.2008 r. Ne 512.

4 HopMaTHUBHO-METOIMYECKUE AOKYMEHThl DenepalbHON CIy:KObl MO0 TEXHUYECKOMY H
sKcrepTHOMY KoHTponto Poccuiickoit @enepaunu (nanee - ®CTOK Poccun) mo obecriedueHuro
oe3omacuoctu [1/]a pu ux obpadotke B UCIT/IH:

5 IlocranoBienne  IlpaBurensctBa PO ot 1 HOstOpss  2012r. N 1119
"O0 yTBep)KIeHUU TpeOOBaHUH K 3allMTe MEPCOHAIBHBIX JAHHBIX IpU UX 00paboTke B MH(pOpMa-
IIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JaHHBIX"

6 IlocranoBneHne IIpaBuTenbcTBa P® oT 21 MapTa 2012 . N 211
"OO yTBEpXKIEHUU TIEPEYHs] MeEp, HAMpaBICHHBIX Ha OOECIEYEHUE BBHITIOJHEHUSI OOS3aHHOCTEH,
IpelycMOTpEeHHbBIX DenepabHbIM 3aKOHOM "O MepCOHANbHBIX JaHHBIX"' U MPUHATBIMU B COOTBET-
CTBUM C HMUM HOPMAaTMBHBIMM IIPaBOBBIMU aKTaMH, ONEPaTOpPaMH, SIBISIOIIMMUCS TOCYJapCTBEH-
HBIMU WJIM MYHHUIIUIAJIBHBIMU OpraHamu'.

7 Metoauueckue peKOMEHIAIUU JIJisi OpraHU3alliuy 3aluThl UHPOpMauu pu 00padoTKe
NEPCOHANBHBIX JJAHHBIX B YUPEXACHUSAX 3/IpaBOOXPAHEHUs, COLMAIBHOM cepshl, Tpyla U 3aHATO-
cTH (YTB. MUHUCTEPCTBOM 37paBOOXPAHEHUs M colMaibHOTo pa3Butus PD 23 nexabps 2009 r.).

8 denepanbHBIA 3aKOH 00 OCHOBaxX OXpaHbI 3/10pOBbs IpaxaaH B Poccuiickoil gpenepanmu

Ne 323-®3 or 21.11.2011 1.



